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378@8L58®d'}uﬂ33ﬂ@1m@@ Firewall

532y Username Liloidousesyuy

msllusunsu SSH Weusesyuy

msllUsunsu Internet Browser iWeousassuy

n5llUsUNSY Internet Browser \Weausassuy

n13 Confirm Security Exception

19 Install ASDM Launcher

A1 Authentication ASDM Launcher

Nan1s Download ASDM Launcher

N19 Open Executable File
Security Warning
n1sAnRelUsWNSU ASDM Launcher
n1sAnselUsWNSU ASDM Launcher
nsAnRclUsWnsa ASDM Launcher
Nan1sAARILUSLASY ASDM Launcher
na3enlgaulusunsy ASDM Launcher
n13lg ulusinsu Cisco ASDM . for ASA
N13A1%UAAN InterfaceCisco ASDM . for ASA
N13A1%UAAN InterfaceCisco ASDM . for ASA
N13AIMUAAT RoutingCisco ASDM o.e for ASA
N1INNUAAT Routing ProtocolCisco ASDM b.e for ASA
N13AMUAAT Routing ProtocolCisco ASDM .e for ASA
N13AIRUAAT Routing ProtocolCisco ASDM .e for ASA
N13AUAAT Routing ProtocolCisco ASDM o.e for ASA
N13AYUAAT Access Rules Cisco ASDM .e for ASA
nsfivuAA NAT Rules Cisco ASDM .o for ASA
N13AMUAAN Service Policy Rules Cisco ASDM o.e for ASA
N13NUUAAT AAA Rules Cisco ASDM . for ASA
N13ANYUAAI Filter Rules Cisco ASDM o.e for ASA
n13AMuUAA1 URL Filtering Servers Cisco ASDM o.e for ASA
N13A1%UAAT Threat Detection Cisco ASDM o.e for ASA

AT alo N13FMLART Objects Cisco ASDM .o for ASA

®0
e
)
anen

enen



AN

§
NN
a
AN
a
AN
NN
a
NN
a
NN
NN
NN
a
NG
a
AN
NN
NN
a
NG
a
AN
NN
NN
a
NN
a
AN
NN
NN
a
NN
NN
NN
NN
a
AN
NN
NN
a
NN
a
AN
a
AN
NN
a
NN
a
AN
NN
NN

enen
e
ene’
mo
el
e
xR
&o
&®
o

(cdcd
&
@D
ey
(]
EX
&o
(o)
&

(cdcd
&&
&
&)
(]
e
Do
blo)
oo

bolcd
D&
oo
ol

N13N%UAAT Advanced Rule Cisco ASDM . for ASA
A13AINRUAAT Monitor InterfaceCisco ASDM b.e for ASA
A1IAINRUAAT Monitor InterfaceCisco ASDM ».e for ASA
A13ANUUAAT Monitor RoutingCisco ASDM o.e for ASA
N15AYUAAT Monitor LoggingCisco ASDM o.e for ASA
N13AYUAAT Monitor LoggingCisco ASDM o.e for ASA
N13A1MUAAY Device Management Cisco ASDM ‘o.e for ASA
N13A1%UAA1 DNS Server

N13N%UAAT DNS Server

AINUUAAINUUAAT [P

NINNUAAIANUUAAT [P

nslgaulusuAs ISA

nslruluTLATH ISA

nslgumuuaAlUsILATH ISA

MsluAIUAAT Policy Element TUsunsu ISA
nsldaunmuna Schedule TusuAsH ISA
nslgaumuuna Client Sets TUsunsa ISA
MslEuAIUAAT Protocol Rules TUswnsa ISA
N5M9UAIAUAAT Destination Sets TUsATU ISA
M3lUAImMUAAY Site and Content Rules TUsATH ISA
nslgdaumuunal Configuration TUSWATH ISA
ASLTNUAIMUAAT Servers and Arrays TUSULASH ISA
nskiaunmuaAIBackup and Restore TUsinga ISA
MSIIUMUUAAT Monitor Servers and Arrays TUsunsy ISA
nsisenldeulusunsy 1A (e)
nsisenlgaulusinsu ISA (o)
nssenlgaulusinsu ISA (m)
nsisenldeulusunsy 1A (&)
nsisenlgaulusinsu ISA (@)
nssenlgaulusinsu ISA (o)

nsenlulUILATY ISA)

nsAnaslUswNsY ESET Endpoint Security
Yomuualusinsu ESET Endpoint Security
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mstutfunsindaadady
nsAasalUsLAsIAEILS (VMware)
wihasuanseazdunveiesturadlusunsy
Mﬁwaé’au%’uémiamﬁy’q FduUIs (VMware)
NUNDUANITIUAZLDUATDANAIRI9 VRS LUSILATY
WhaoLanManToRaZILIAYDIE S ARAR
sUuUUvesAduein (Keyboard) flagldeny
AIANUATHANIUVDS Root
Tsunsusuvihnisaunulwdssuuiagldlunsings
wihenadusunisinga
win9BLERIEaUY NS AnRS
wSeaualtreisuBudussuulng (Reboot)
TUSUNTUAZUEAIIIHALLDIATBITLUY
TUsunsuuansiledFuilalunisde
TUsunsunansesldstany
LERInTNSReRLRaTUsEAT

NUIFUAAINIST Download vSphere client
wansthaeLasaulTieiaiiou (Guest OS)

wanstaalusunsuseadnle(EXS) dudailes laatous (vSphere Client)

PRV BILUTWASY VMware
A15@519 Virtual Machine Tyl

o MR Welcome Windows

&

& N3L80N Guest Operating System %38 OS NABINITAY

K&

@b NIANMUAAIYBY Disk NFasn1siadu Virtual Machine

ANSAIANYDY Virtual Machine

fadonaziaanilAulndves Virtual Machine

el M99 Menu #aaaniasna VM Lasauad

e W99 Edit virtual machine setting
<« WRN9 Setting Tudauvee Hard Disk
®00 M4 Setting Tudauvos CD-ROM
@0 P9 Setting Tudauvos Ethernet
@0l hRN4 Setting Tuduwes USB Controller
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AT @om RN Setting ludiuwes Audio e
AT moa e Setting Tuaaues Virtual Processors =
AT @od NMNTINVBITFUU (System Overview) e
ATl @ob WE19NIS Login S2UU EIS )
AN eow M3 Start vm 52U EIS co
ATl o WRI9NS Login S3UU EIS (o) «o
AT eox N3 Start v $¥UU EIS (o) «b
AT oo WENIT Login 58U EIS (en) &en
A7l oo 113 Shutdown 1A389 Web oen
AT el ME19N15 Login 59U EIS (<) «c
AT eom 113 Shutdown LA3ae Web (o) [
AN oo nenmMsmsvhmudoduresszu ®&
AT oo& M3 Configuration 8UU EIS &
AT oo N3 Configuration $¥UU EIS (o) o
AT o N3 Configuration sgUU EIS (en) el
A ooc M3 Configuration s¥UU EIS (&) el
AT oo M3 Configuration s¥UU EIS (&) NS
A oo N3 Configuration SgUU EIS (o) ®es
A obe N3 Configuration sguy EIS (o) e
Al oblo 113 Configuration sguvy EIS (<) e
AT olbm 113 Configuration sgUU EIS () ®00

AN ebe N15 Configuration 5¥UU EIS (a0 ©00
AN e n13 Configuration 53UV EIS (ee
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AT olos N3 Configuration s&UU EIS (o) ®0b
AT el 113 Configuration s&UU EIS (e&) ®0
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AT ome 113 Configuration 53UV EIS (@)
AT ome 113 Configuration $¥UU EIS (o)
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n13d1599Configure fileszuu EIS
AMTWTEUUMTAUYALAEABNTIAES NNy
AMSEUU Redundant gunsal Switch nsuiannfifu
s adeusogunsaiaietne nauiauniiu
ﬂﬂWﬂTﬂ%auﬁamaaqﬂﬂiﬂhﬂ%@ﬂwauuu%ilﬂsuﬂhnnﬁﬁu

®0¢
®o¢
®O®E
glel~]
®OR

®ORX



UM o
UNUI

0. ANudAyvasdgynn

nsuiiAuldissuvansaumasazaonfiames iWunldlunsfinussansam
N13UHURUTDINTUY kazn1stauINIsdmsuUseve Inedian1lnenssussuuin3evnensy
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udunardwadonnudeduvesszuuionun  Selauduuededeiiizdeatinse Suay
Usuusisannisvien Wanansaldonldnaenna iumaeiesdiodmiuuimsanuasnasde
frusnegiiendes Ussnoudie sumsiseiaasgua (Watchdog &Monitor) — funsifiu
Yayani1shda (Log) frumsusmsiaesdieatnszeslnag (Remote Management)  #un1s
Wuulgeu SNMP (Simple Network Protocol) anumsaasigsigueuunsiiusnisieseie
(Network Bandwidth Shaping & QOS) éhum3muqm’rﬂ%’wwﬁ‘%aﬁhEJ (Network Filtering)
Wielaenadosmuunuisiunmalulaansaumnavesnsuiwunfiny uagnswmnudoinuaves
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mwjimﬁmﬁaﬂgamﬂ%ﬁ (Government Data Integration) omuuamalunis
URURIUTIUTENINTEUU (nteroperability)  waamiienunady  Tanunsouanivdsu
Goulostoya ilensUftRnusiuseninassuumeiunnsisiu dumamaluladuiniseu
U (Web  Services) Gaaanndasiuuloutgvesnsuimundinu Aldauuinisussnsunay
Foyaiuounsenunsiamiiau sluinsinivleduinnsdisuesnsuianniau e1fivy
www.ldd.go.th , mordin.ldd.co.th , lddmapserver.dd.coth “a% lun1svesuuinismse
\Fealeau3nisHnuszuu Web Service Tunsdnvhssuvansaumeauaznoufiames Wiosesiuay
USmssananiiu Ilurzdodianug anudiunguasUszaunisainiwing g ivieades i
U3N1301uL3U (Web Service) luslaaea (Protocol) wasn (Port)  N1sumsdanisgiuteya
(Database Management System) neuaziasosiielunisennuuuLas L (Language
Utility and Develop Tool) LLasﬁﬁﬂws%uqﬂumiﬂﬁzqﬂ(ﬁi%‘U‘UM‘uﬁN“]Lsﬁﬁéhﬁlﬁu iels
ANNITOINATITI DONLUU 19U ﬁmummau?\lﬂqlﬁ%’u (Configuration) vasszUUWMALULAY
ansaumeAusnslaegegnsies

Fofuitelinsusmsianssruuasaumauazaeuiumes fussansam Jeld
IMANEN1TUTIITIANITTEUUA TAULNALAZABUNIADST AsuNmWIAAY (LDD Manual
Management Information Systems and Computer) u Lﬁ@lﬁﬁ%ﬁm}@wﬁﬂﬁﬁamu PRI
audlaifenfu3snas Configuration  STUUANSALLNA SxUUATUIE naonau 33n1sudle
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Authentication  $18aziduan1sinuLasnIsAIuaAIsTUUNSend (Proxy) syuu  Indread
(Firewall) s¥uuUnTId8UNTITYNTN (Intrusion Detection System) UV Intrusion Prevention
System UagsyUUAIUANNSIUNNTEUL/U8Ya (Access Control) An®1UIRTEIUNITIANITAIN
Uannnyszuualsauwme (Information Security Management)

mla AW IATIeY 09fUTENOUTURBLLATIIMIFIUNNSIAYUS AR (web
service)  U3NIsAuLaUNLATY (application service) U3IN15AUFIUTRYA (database
service)  USnTAIUIAuuNEBlannselind  (e-mail service)  u3n1saulesdulava
(antivirus service) NMSUTMITIANISIAML (domain service) S18azLBUANISITNUNDIN (port)
uazluslamoa (protocol) VadusazUINIT (service)

aa AW aTen wuauAaduesesdnsaiieu (Virtual Machine Concept) wuafn
nsadrunTesnouiiunesialouvu snfanfiiesyafior dsanunsoviauldateufuing
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TuN3AEUNITIATIZLAZEDNLUY T2UUUTINTINNITENTAUMNALEZADNTNIADS NTY
Wauunfinu (LDD Management Information Systems and Computer) dnsgUun15tuAs
suflunsiiduduneu Wneldfinsdnwidnssiuinsnssnvinudasafessuuiaietiei
WAl Jeseissuunnsasdeidiseun (Authentication)  TinsizvisanBenanisvineuuay
mstvunamdend (Proxy) Snszsiszuu Mildead (Firewal) Sinsnzsissuunsivdeunas
ﬂaﬂﬁumiuﬂqﬂ (Intrusion Detection System & Intrusion Prevention System) AATITATEUY
Ipmunediannseiing (Electronic Mail) Jiasnzsiszuuaiuaunsidndeloya (Access Control)
auulevisuariurlUansinuianuiuaslasafeduaisaumavesnsuimunfiau
Arsgiszuumaiaureaaissitsdmivnuuinmaivled  leedinguszasdiitelvisyuy
asaumALazAeNTImos v TR R muvINzaN TUsEAvBam AseUAguANTYINNIY
#19 9 Afmualy Iansadfiunuldedisdeideazdestussanaiusiig 4 1¢ nSauta
UUANIA U TUAIVRINT LTIV NINITAINUANS NLNUTLAEITNITIUNITIINTTUNIG
Bidnnselndnnsg WA beex 1P & AT b LALIINT & Lilelnsdudufanssuvie
nslu3nseng 4 vewhssuvesisiieuiiuaclaonsouazifedelsd

Tuduneunisinseiuaveenuuy iemmuaseandonnisinie wazn1seniunis
U3MSIANI5ITUUATAUIMA NSURAILTIAY (LDD Management Information Systems) th g
wstuneumsinssiuazesnuuy udenuseaidensing o dwioluil

bo MIATEILAZERNLUUNTSNWIAMNTuAtaenfusuasaume (Acceptable
use Analysis and Design)

bl NTIATIZRLAZEDNLUUNITITNUIZUUSNYIANUaDAABLATOUNABNNLADS
IW&19ad (Firewall Analysis and Design)

o N1TIHATIERRAERNLUUNTITUTEUUATIIULAEUBsfuguNsn (Intrusion
Detection System : IDS and Intrusion Prevention System : IPS Analysis and Design)

b.e MIIATIERLAZODNLUUNISITNUBUABSLLR (Internet Analysis and Design)

b.& MTIATIZRLATONLUUNIIEN (Access Control Analysis and Design)

b  ATILATIYALATEONKUUNISITIIUIANeBLannseling (Electronic  Mail
Analysis and Design)
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B.o  N15IATITHLATEDALUUNITINYIAMUNUAIUABANBATUEISEUWNA (Acceptable Use
Analysis and Design)
©.0.0 94AUIZNBUYDITLUUANTAUNANUAIIULUAIUADANY

syuvansauwna (Information  System : 1S)  Huawnsavinteulalageide
perUsvneuvaedl loun 815auwss (Hardware) #ewdwas (Software) Uaya (Data) UAaINg
(People) TumduN1TY19U (Procedure) LaztATav18AoNNLADT (Network) a9AUsznaULsaY
1 a Y a [ o v v 1 = 2/ a L4
dazinihiisiululunsideyaidndseuudssananaieaiwansaumeandudsslovd wae
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©.0.0.0 8150133 (Hardware) ulguigausiunslasnduildossaunlsuy
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wuvidnguisaitasidunisyngnieetne

@) Host-Based IDS
Toaviualooadurendurifisuulead lnsunduds IDS Usziam
daginnesiden (Log) iflefumdayaifisatunmsyngn lussuuginddudend IDS agmsivaey

1 Syslog, Messages , Lastlog waz Wirmnp ilusu dauluduladiy IDS Aasmsiegeusiudaen

A9 9 U System, Application wag Security Wudu lngunid IDS f\]zéml,mmmﬁlmjﬁtﬁm%u

TuenuasFoudisutungfiselideunth frnsefazudeiud dfunisdl DS awmsrafunisyn

snlfsvunasdestufinmgnsaling q Addyiiatutussuulufonlad fasdu Ds Aldddeya
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dindsaudlediea fio sensdifimuiizuuuasuiamesiniomils
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yamsafuiiasibu enn 9 ufndndeinululiuewndiadu DS winseitoyaluufinge
wiandutungilasilineunth desafungfasudafeuiiud
B.m.0.8 N1FHIUHAUNY IDS
DS axsrnuanzAsinmualinenuiniy Segassdsiifouaszuy
wfosneuiinlsifu DS Asusnfe Sniuaeiuesnisyngn ddiaosAemgnisaifigquaszuuly
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fu DS a3 vaTITnUBnuevesmslausvilouiu § fauaszuueafoiiaszvidayaiianiy n1s
AunuMgAgoutiu IDS  agT1snumslanfivate gﬂLLUUIuﬂjaaLaawau g fussuulassuunis
drunslaufaseduenafiinissenunislavfuasuuuuiotuszoulassuundangnisaifiun
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lo.n.lo s:vumsf]aqﬁumsqngn (Intrusion Prevention System: IPS)
izuuﬁﬂaaﬂaﬂﬁummﬂqﬂ (Intrusion  Prevention  System)  Intrusion
Prevention System (IPS) fia seuufineenT19dun1sunnvesilivseasda sauluiadaya
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aa 1 I3 1 Y @, &
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Network Intrusion Prevention Systems (NIPS) iLa¢ Host Intrusion Prevention Systems
(HIPS) @3 NIPS whwewmsmAinaelussuuiiniisni dinnsyelseasdsisainaieusniiuiasde
nsaly viaindiAanssunelutnisnAurasdensely dmufazlatuesaneNulasdewaniiu
g HIPS  duazgninaslivieginsedlaanminilaenilufie whuesdiuveinisieve (request)
YosszuuLaUnnunisiesenlimanzan Tudiuves NIPS duazuiaieutgymuaztesiuludiu
v A PN Y] A ¢ A = P ]
YDIANNLINADUVDNATDUE Tuvaz? HIPS aganzasludueIaslaadindadlainsosnilavingy
o.alolo  WUIRIN attack timeline
Wunswuamuanuauisalunisnsiadunislaufuuy “zero-day”
~ X Y P aa 5% P ) A a & ad g s I
Fusgiugiudeyanill widlaudnssneaiudunu Tunsaiiniglaud “zero-day” 1 Uun1s
Lauanldaunsonsaaduld uad Wieanunsauenuezsluuunsiandlanaidasendinislaumia
A1115095293UL9 AIUN1IRTITUNITRNATNLa1LNsansIdUle wetRuazTelRRNNaTNNsa U
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wansaveilanazgUiuumMslandliuuuIimsiangadlauniy

]
v =

waba JULuuNsldusTUUATIRdULAUasiugdunin Neanuuy

LACHER
o =i

NNTIATIENTEUUATIITULAr Joaiudunsn Maneaulunis
DRFRIGRELS lﬁaamwmﬁugmwu Network Intrusion Prevention Systems (NIPS) wa Host
Intrusion Prevention Systems (HIPS) lagguwuu NIPS dnisldnuriuniunisineuiiimes o

a o Y o & a o 1 [ . &5 = | 4 & 1
w38s vimthdu IPS vieusiniu Firewall MIdunanagaese serinsasetienigluves
& 1 a 6 @ v aa gj [y [y (% a

nIuLazlAIeTIBAEUEN (Buwesiie) uagld  HIPS Nfaswunduszuutlesiulafalunias
Aoumes  wiltevihwihidu IPS dunagaideunan3stianieuen Bumesiin) Mdesnis
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o MMFIATITALATERNLUUNTITUBUABsIA (Internet Analysis and Design)

lunisldan  Intemet  ladnsiesizvnazesniuulaglduinsnisinauvesgunsal
inTedeildiuegludlagiu ileliszuus anunsaldauldegedivszaniamuasiiiaiosnm
Tnefiniseonuuussuuiildan filde

b.c.0 NAT (Network Address Translation)

NAT : @9 nszUIUNIskUasAn Source IP Address 38 Destination IP Address
e Source  Port ludhuhveuinfiniiielfufinifinduiadrdesenaumsiadumniils

penuuUld NAT uualu b wfiialve) 9 lawn Static NAT wag Dynamic NAT

b.€.0.6 Static NAT

Static NAT #%30M111195§74 RFC-molblo 138031 NAT (lififindn Static
) Ao nsuiivifiowvasalefivennsaseninslefinielu (private  ip) fulefiasa (public
ip)  wuundlasionis wislireufmesieguudumesinueiiunaufiumesluaiodionsly
wiheuildlefianegly (private ip) freghadu whevuwimialdudnasslofivennsadas
©00.0.0.0 - Loo.0.0.b&d Warpnuuulniuldinnesansaneaiuldandunesidarulod
LOALATAMINELAY woo.a.0.¢ WiRALATTULAMURAlefiuenInsaTiAS o TuESHIes uled
Melumineat oxe.ooc.cxn Wilddtmundulefivie fufudedonisliroufiuneiiiogun
Sumodiindeas fuSudsnesirdesile fzfosmundaeuiinieoatu Static NAT uu
Firewall 19y 15ufiUsenine ©00.0.0.¢ U ob.obr.cc.a NE191NTLHE513901919 Static
NAT U Firewall uda eufiniinfignairalaeiuidsnnesdeillofinemasavaneiay
ox.0c.c.m xgnadluiBumedidn lasufininarisoonaniaioswiunisiiy Firewall ile
winuinunde Firewall neud Firewall azi3udaufinifindanaiteanty Firewall 9zuias
(Translate) fin Source IP Address 910 ob.0os.cx.a WL boo.o.e.¢ Aoy MnFADE
dewenlugdumesidn efinmsneunduanleadfieguudunesiinfazinsduinindiszyin
Tdanduandslefuonnsalareniimunsay boo.e.o.¢ wazameiiviniindadiungs Firewall
Firewall fi9zutad (Translate) A1 Destination IP Address Windunnidu exl.obs.ce.a Hiodl
windndananazliiatundantoatudimnesld wasmnmiaseuudsds Mail Server faag
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ety I@UQ’@LLaizUUﬁmummlaﬁLLa@Lmaiﬁlﬂu oclb.obe.wc.e kazinSITuAN Firewall
Tup1319 NAT TiBuwmesidnueaiudy lofia3smuneias boo.e.e.c NNAsINNEDWAD0NTY
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woo.6.0.€ InY Firewall Aauflazdseanltudidumasitsn waziiloduiniAnAuIInduLnasLin
dat3189 Mail Server lofikaalnTd woo.e.6.c WBWANAMNINTILIDY Firewall @uduauntin
fuazgnudatlifivanemalulefivennsa ocb.eor.ce.e Weliuininiaglinuniuids

a . P a A v . P o a & 1 ' a
599 Mail Server Aldloin1ely winledn Firewall in1sa51991519n99 i UASzI9baN
ameluiulefiasusasgmenilofivennsanaai welunuvesdni “Static NAT”

b.€.0.0 Dynamic NAT %38 Internet Share
Static  NAT #30A133175§7U RFC-mololo 158131 NAPT  (Network
Address Port Translation) kagn1w1vaeiliiluisend Internet Share AanisudUiiandasan
lofluantnsaszringlefiniglu (private ip) llsnuneia lagldAias Source Port L3154
v A 9 ] & a 9 A ~l ~ ' a
me Weld  wiiniiafgnasisanninsesiildlefinglumneiausng qiA1 Source 1P Address
Jurlefiasa neuinzgnadseantudidumesiin evliwininuindu aunsadanduunds
Network — fiundlaegragnaas fograu nihenuuviimiadeuseiu ISP waglaleiiasen
a a ¢l o Y a & ¢ a . =& aa ¢ 9 & a
Wesmneauiey gunsaliviwihnidusines Mse Firewall) Beliduwmasinaiuweniluled
259 aNUAINTUNUIELaY boo.b.b.¢ drudutnasinas uludulefinislunuisiay
a a A 1] ' 2 a ¢ < ~ \

0cb.00c.6.6 HIDADUALABSIUASYY LAN nglu Aasnisviesiuluduwmasiidsn Naziinisas
winineenly 11U ex.b.ebs.e.b @1 TCP packet 1Al www.sanook.com lagld Source Port
NUELEY @obe LBLNNLANLIDY Firewall 1 Firewall 32liUa3A Source IP Address Titduen
lofantnsav1aaneae Firewall (@4dulofasanunetas woo b lo.€) kazhiuan Source Port
Tiduen Source Port v84 Firewall 3190 19U wladlildumingiay €ooe wadsdwfinAnaen
lUgBumesidn Weluiniinnoundufaziluwiniinfiuigl boo.b..¢ Port €ooe Firewall f
An1519 NAT  Tumeadusn vinlins udn TCP Session @uv84A399 ocb.obc.6.0
91114 Firewall A9vinn1swlasan Destination IP kag Destination Port 1 ecs.ons.0.
WAy e@obe MUA1AU TUUIAYITUATE! ocb.0b.0.¢¢ WY ox.0bc.6.c NADINITAAADNIU
a s & VW . v - o o 1 . < ~ <
dumasiaiuny Firewall agldnalnmelnuilunisananin Session Taluvadlaihannsan
Andofiuidsnesuudumesilanaiewiivaneiay Source Port ¥ad  Firewall azgnldlaasan
Uszanalldifiu Port beeme dadumn Session Takifinsldanuuainazgnaveanainmsng NAT
a I 1 o A A a . 1% o I [ A &
Meglumieaudl Wefvungiay Port s (U Firewall) azlagnihanldlvaludnuaeiiluna
[y = I A o I « . 9
s J9Tuin1veA1in “Dynamic NAT

.o Proxy
Proxy Wudlei3engunsaliivihaudu Web Cache aghslsfinumnn Network ves
ireenuuuliinisléeu Proxy AdudueeieBefiagdosinnufsidesiunisimunnguy
Firewall TunaufURsaunsaldmauiames finnsalusunsa ISA (Microsoft Internet Security
and Acceleration Server) ey Proxy
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Proxy (M58 Web  Cache) fimgunsainsein3asnouiianesiminninndudinais
syminansedlraoud warlluldsnneslunisiewonazdndmtiiuma flegawu e user
® (maauuNetworkw% Proxy) fimen1sid1vasules www.sanook.com miawawmmmwam
gnasluda Proxy 9N Proxy 9z5ewantiuimnaues www.sanook.com 1 usere unu Lll’e]
www.sanook.com  dwrtiumanduin Proxy axfiumidumasenanluuy cache wiouits
gt dumananaiuilif usero MnTumIngldaudu 1w usere  ABINITNTNIVNATOS

[ I o Y [ A < A o vl
www.sanook.com AagasA13esualuds www.sanook.com wsitiiosarniduNetworkiinuua il
314 proxy AatiudnSesveilazgnaslugan Proxy unu e Proxy l@sunissesesinann ey

I a A v Y = [l =~ 1 = 12 1Y a I v 5% aa
wpandsgldneanisiieglu cache w3alil mndlegnazdadeyanioglu cache Ul usanlidin
Qzdsrnipsveluduiuldsvines
Uselewiuad Proxy § o Aaudnume Ao
bolb.e WoauSIuNIALlEaIumNg Wesnnnviniiumg suam
= sy N Y &M 1o & v ' a s &
v3elnlanTesveiioglu cache 104 Proxy agudailidndudesnnitlnanainividaindumesiia
AMASluASEMT I UINANLIS NN UAU5IIB95EUU LAN 151g Proxy  dnavlasunis
Ansaliun LAN ienfiuiugld
Lokl HoUszgndawuuiing nsgmniglivale 9 auaniivaaniiumng
G & % 1 ¥ o v v ¥ ca 1 ¥
sunm viselnaReatulaglifinisly Proxy agvilvineslduuuainslunisaiivandeudiein
4" o o v 1Y i v ¥ @ & I3 =
FawdsunNIUELY widmnnisly Proxy wamiiiunasy viselwdazgnanidluanaiies
S v I3 val valy a o & Yo v
ATwREINaIgNAULIN cache vt Proxy  gldnTesvaluiindsnaglasudeyaain cache vas
Proxy wnu ibiusendawuudinsinaslifeseaenavaniilvantoyalvsl

Proxy 3nagld Port 318189 Roco WseNNELaY melos At N1sABUTNA
AsniAeatu Proxy windu b ngulug 9 laun nsszya Proxy lnensaiiusniges waznisi
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¢ N15ATIZALAZENLUUNISIENRY (Access Control Analysis and Design)
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fusnsnafureanguuanasa  Aflenudndudoatreenviesaudneufines
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.o N1TIATIENLAZIBNLUUNISIII9DNTBIATUANTZUU Network (B Server)

sarualilunnU R

b&oo Hauaszuu  dnszuumaluladansaumauaznisdearsimniudndiu
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b.&md NMIUTMIINNTNTHITTIYANUTEAUTUAIINGU ABIUIUNITIANITNNS
Whdetayanuusziantuauday lunisaruaunisidifeleyaisiazysslanduauauiianis
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b&co dmsmugumesn (Port) Mdlunsidigszuvedissany madhgszuy
TnensTnsdwidnosdnstudosdinisguanazmsianslnegguassuuwasiBnasud wedldsy
nsouiRogugndasiasmnaLLd YT

bl miayaaliildiddssuudeyannizerlnadeseguuiiugiuresani
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b&cn Madigsruuainszeslna (Remote access) LilalinnuUasnie
wdesiing asvaeuiilefgadinuueflday wu siaru wiedBnsidwta Wudu

oo ASIATITRLAzeRNUUUNSIduInInedlannsalind  (Electronic Mail Analysis
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nedidnnseding (E-Mail) Ae nsddoruEornasanyaranidludayana du 9
MunIneNmesLarsrUUAT et emileufunsdsanvine usegluguuuuresdygudeyai
Hudidnnseding lnedsunishdwnmnganysslusvaldundulusuns wasasuanms
T duni9asiasauuiauialy undudesdypyrnguuuusigg fdaudosyninuaiaviy
Aoufmes Fsazmsatinng Mail Box figndnasslu Server vaagf3utaenaiui
b0 1Uslansaildlunisdearsteyadiudiudluszuuiaiediedumesiin
Usznaunig
o.5.0.0 SMTP (Simple Message Transfer Protocol ) vmthiidedwdann
@sresvesddludundigsnnesvedsu
oo POP (Post Office Protocol) nsvuaumsausdasduanileddsdiliiad
IﬂaLauwawaual‘dmLuaLszﬁ‘vxlnawmmuLLavaLmauummwmulﬂumauaﬂensumé Sufa3es
WA IS
b.o.@.m IMAP (Internet Message Access Protocol) A Wslareafildlunis
danswatond Tunisldeu E-Mail  duduazdosd E-Mail  Address émmismmuawasmw
Suwesiinvatusarau ssunudiedondesiaildunui wimudedores Mail  Server
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b.olo.m Bomb mail g N1sABNIUETUIAVIINEBIaANTEING YIRTYUUIATLNY
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bolo.€ Mail Virus \uanmnedlaansedindiiil Attached File 1@ula3afiingn
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bolod Hoax mail Wugluuunilweansienuiiinasedlineufinmesdiuau
11 Ingl¥aaenarmniarailusuresamnedidnnsefind madwdemnusie 1 Auluriunig
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| s 5% I3 = . ¢
Spam mail Ao Banislideans iWudssiannilsved Junk mail yauszasdves
Spam mail 1y Fasdulngiiesnislavanuinigig q Adesd diugnussasrnanves Bomb
oA [ Yo a I3 a ! & @ L& | &
mail Az NsRENIUETUNSeTPULLIATRLATEIETY Inenaly Spam Mail Wun1sddludusas
atulumiauduauein @ Bomb mail WWumswddiwauannlumeu q nilsSessuumale
STUULIANTI

ad a/
o.o.@ 20n15U84AU Spam
=] ¢ - A 1 B D Y A Yo
nsddwadunisieansnidvanlyineteswaraiunsariifnguguilaalaiiuiuy
va v & v Y o Y a % - -
1IN JFNa519 SPAM - Aflenaniisieanisindenguiuslaabilauniigaiiegnuseaslunislavan
MU,  Ussnduius negitavewny JddEmslanddudueniasaresnguguilaai
Junquidmune Feeraduldainranansal 1iu n1sfisdaediudsng 9 nsldBuduannsaly
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SPAM 1ina1nMsAFaIe SPAM $TnBiuduennsavedst AsiunisUesiuiiume
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SPAM  #AnLAan15naudd SPAM  wazlimsasmediuaussnn Chain e-mail %138 Forward
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o.o.¢ N1592NLUUNISITUInUIe B annsating
AMNNTUATIEA Leoonuuuliseuus TUHIUNIG Anti-virus Gateway 7D S¥UU
mstestunazindnlisareuiiames s Aumadivedud Wussuuidahauuunugud dufe
I3 Ao o Yl a Y = a I3 A a I3 | = ..
Wuszuunmdnlisanaufnazitints 9wud Box 438 DuUd Server  U99INU F958UU Anti-virus
Gateway % 9193g5ulUfanstesiunasnsiageuannuneasy (SPAM) A58 UUNISTII9IUTBY
Anti-virus Gateway Hagyinmsnsiaaeulifaaindudnnatunsdudwazdseanty iensiadu
' o aa o &1 o A ) & al P a & W a o & ~
wazsihFanivuundudimasng q suwdsnvuunduliaiuuulume mndumatulafalisa Aezl
nsudnfeuludads saufsasdsesnuliiudguaszuulusietu s1edUai uay efeudn
Mg Feagyilrusmsiiluusnsnsnneanuasmnuazaulasaselivusssiumie) AldBwa
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UMM
YUADUNISAAAILAZUINITIANITTSUU

Audasaumne NsuiauINaY Lain1s3auuanuiangnisaiduaudaiussuy
ansaumALasABuiawmes sanaNanyazIesIukazaUNsalne e 1TU b dw Ao

0.0 NMIAARIMAZUIINTNUSTUUAIULASEYE (Installation and Operation of
the Network) Usznaunig
me.e UAUNTUTINIIANITATeUe Tngldsyuulauaiou (Virtual LAN)
a.el NUAIUNTAIUANATEYNY  IagldsruuTiensauaunsidntawea
Wnmaulnsaa (Access List Control)
me.m UIUNTINYIANLUasateeTeYe tnsldssuugunsalauiuyn

30 (Hardware Firewall)

alo NSAARILATUSINTNUSTUUAUABNRLABS (Installation and Operation
of the Computer) Usznaumeguuiuuiailou (Virtual)
mlo.e NUFUMIIMLUaendunouiunes lngltszuvdugadidsinu
Auynsn (Software Firewall)
mlolo NUTUNMIIIwIALUaoafunoufiames lngldynddaeatulaia
Tunameunames (Software Antivirus)
mlo.a MufunIUIIdanisreufinwed lasldszuuiniesuidieiaion
(Virtual Machine (VM))
mo.e ufun1suinstesldszuuuinsdanisnisdadulaeiud
(Executive Information System: EIS FunINAILNTIRL)
MuazBatunouLarINITUfURUTeTEUUTN b dauty Fowheudiieites
wazduitusiy llddnsudsenduduladiundeodsdnds esanynszuuiody
psAUsznouivilvissuuasaumnaALaraeuinmed nsuwaunfinu vhauldesfiusednsam
wazdlatesnIn
. WHUATHNISUTMNTILUUMTAUNALATABNNLADY NIUWAILNTIAY

no NSHARILAZUSISSZUUAUASEYE (Installation and Operation of the
Network)
m.e.0 UAIUNITUINNTIANSIATeTY Tagldssuunauadau (Virtual LAN)

0.6.6.0 NIAARITZUU Vian

VLAN fla msutsnguuesaindnisluaees o Alaitufu nuaemanenin
Taqnanuuuing q Afe ilidnduiedeuhaindundefuiunen edanguvosaingin
andnguile nduieaty wimannsofiazdanduly aindiogslnatuseniuiu Huaundn
ﬁuaaa"imsﬁﬁﬂﬂ&jwﬁammmmmﬂz (Logical Design) lalunseuiun1syinanuvesaing talees o



©m

thu faudHdaindiesazanunsnanyiinuves Tausvg (Collision Domain) Tlé Tivdaifias
& Collision Domain #1o o Wosnvasaing udafiau uwivd yawesnvesaindtu Adsad uson
pailaL (Broadcast Domain) gl Ssvninsmiraindunsedunats o 90 waginsldony
useamalaLTUL Humneded Adsasfiazdngniin (Traffic) Audruiuoonuogd g
nymifingwndandusaiivilfssuudaisninaudi uasdudes cPU lunsdszanana
vosgunsaifladang q Taglidndu Ssn1vi VLAN - & azandneudtamasagaild iesanly
n9vi1 VLAN - asuntsdriansvesusenmanilanndiiegnielunesy vio Aladfisiivun
Wiy Fansifinagldgndwiuluiusenmailawudy 4 winlifinseeuinuieuiuuds
iy waglumanisdnwanudasadelussuuiedetietu yanesnvesaindiu foindy
usenmdviauuientu Smswfinfiiseeninanwesuasaindynwosniu aunsofiazueadiu
wisudayatuld winiilasdnauniaidndu adweslunua (Sniffer Mode) iledndudoyaly
16 wivnnulefinisih VLAN ud isnanansaftezmunamamiinlveglulemzvouivsiingesnis
16 1wu Fosn1sl @indwesnil o-€ 1098304 o 908Ul o WumnInFeafuiy dlndneini
-z 10980 o Tiogfiuil o MIUL Tnefl nsmifinarlignaseenludmedviu « vesaindssiy
azaindfausn Fadunasnmslumsinwmauaensoidosuressruunisn
Tumsfindaszuu Vian  tu agfoadlufuunlugunsn Switch  wuu
Managed @ensuimunfifufinislday Cisco Switch lugunsalndnlunismunuiadetneves
nsu Tngludunsnazdossunudoyaveminsnuinun hilduauiduinisea e
Favunuanunsadne Vian  Idasumusiviumieny antudadildfmuaen Configuration
Tugunsal Switch mugarids fastelul
Co&ob-b&&a#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Co&ov-b&&s(configiftvlan oo
Co&ov-o&&s/(config-vlan)#name Test
Co&ob-b&&es(config-vian)#
% Applying VLAN changes may take few minutes. Please wait...
Cogobv-be&w#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Co&ob-b&&s(configitinterface vian oo
Co&ov-bees(config-ififtip address @o.0.c0. b bEE LEE LEE.0
Co&ob-be&s(config-if)tdescription ## Vlan for Testing ##
Co&ob-b&&e(config-if)#
Co&ob-bé&&wiftshow interfaces vlan oo
Vlaneoo is administratively down, line protocol is down
Hardware is EtherSVI, address is fcéb.amxeb.0&oo (bia fcéb.axeb.0&o00)
Description: ## Vlan for Testing ##
Internet address is @o.e.c0.bée/ b
MTU e&oo bytes, BW @oooooo Kbit, DLY @o usec,



]cd

reliability b&&/o&&, txload e/w&&, rxload e/o&&
Encapsulation ARPA, loopback not set
Keepalive not supported
ARP type: ARPA, ARP Timeout oc:oo:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: o/e&/o/o (size/max/drops/flushes); Total output drops: o
Queueing strategy: fifo
Output queue: o/co (size/max)
& minute input rate o bits/sec, o packets/sec
& minute output rate o bits/sec, o packets/sec
Lo Switched: ucast: @&a pkt, men&e® bytes - mcast: o pkt, o bytes
Len in Switched: ucast: o pkt, o bytes - mcast: o pkt, o bytes
Len out Switched: ucast: o pkt, o bytes - mcast: o pkt, o bytes
o packets input, o bytes, o no buffer
Received o broadcasts (o IP multicasts)
o runts, o giants, o throttles
o input errors, o CRC, o frame, o overrun, o ignored
o packets output, o bytes, o underruns
o output errors, o interface resets
o output buffer failures, o output buffers swapped out
nnyamdniunisaiie Vian coo dmiulineaaeunisvia dslunis
fvua Vian 1 axdedliasumusiuiuresiheny Weswnasdestvun IP Address vodus
agmhonuesgauaziaietioiu iiledesiullymain broadcasting  sUnIu wagnsdfiadesle
w3emilsluaiotiaindgmuddmansenuiuniotieromn

m.0.0.0 N15USKITIANTSIASUY Tneldszuunauiadion (Virtual LAN)

TunsusmsianiseIetietu flanusidufiasdewihnisulueniaiodne
WiazvulsueenaINY Welfausausmsdanisuraziaiotgldegraduenainuazliiia
Jaymnissunmumsinuressyuuaietissy lneesesdlefivaslunisuimsdansiiuaina
wagldauiueg NS any ABAISLUILENIASBUNLHIUNIITEUUTWEALDLOU (VLAN)  vi58uau
atou (Virtual LAN) Baduilerfidu (Function) snmsgiudmiunisdaniseunsalaindlududeans
526U 7 o (Managed Switch Layer b) ﬁﬁmﬂ%}ﬂ’luagﬁluﬂﬁﬁgﬁu

Jueaeldu (VLAN)  fio msutsnguiaietnsvesaindansluaiees o il
Fuiudnwarmamenwlag iU 50 IANgulvnIuwIngIng (Logical Design) Fansviiuea
WU (VLAN) 3 theuddamnisldnuusenmasiiaum(Broadcast Domain) osanlunisyin’
waatodu (VLAN) 1 lunsdrdnuunisesusenaarilasniieganslunesnvieilad (device)
fmun foiuinasnslumsinuenulasnsodesduresssuuiniate
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Audansaume nsuiawnau auuinisinwiveasdu (VLAN)  senidu
b Usenn Ao Faaratdu (VLAN)  S1uUneuniiey waginoatatdu (VLAN)  37hunan
AFAARNIZAY

v A o

#1950 Fwoarordu (VLAN)  7iln1sldaulutlaatuiisnuiu e woataldu

9

(VLAN) lown

®. VLAN & = Native VLAN ©. VLAN o = DMC Zone

on. VLAN a = %999U5Y & VLAN & = fu3ms

& VLAN ¢ = driinanuaviynisnsy 5. VLAN b = naanisuinwthil

o. VLAN o = N99Aad &. VLAN @ = No9ULNUeIU

& VLAN & = N99d1529AULas 8T neInsau 00. VLAN oo = d1iiningrmansiiie
MsWaTIAY

00. VLAN oo = d11inmalulagnisdsia ob. VLAN ol = NoqulgUguLaghuunIs

wazv Uil T

oa. VLAN om = nodiseuasiauinisdanisfinu oc. VLAN o = d1iin3emnssusiionns
Wauuiim

o&. VLAN o¢ = noamaluladtininmishiu @o. VLAN o0 = NUAUD1E"

o, VLAN o = e UHN oc. VLAN o« = a51980Un81U

ox. VLAN loe = driingidoanay wo. VLAN b = 81A15deniin

wo. VLAN bb = viasUseyu blo. VLAN s = IPPhone

wen. VLAN & = Video Conference oc. VLAN o = Quémiaumﬂ

b&. VLAN aen = naog CCTV oo, VLAN &n = 520U LDD Hot Spot

wel. VLAN && = 5¥UU LDD Hot Spot . VLAN && = 5¥UU LDD Hot Spot

. VLAN elo = 1a53n15 GIN mo. VLAN we = NAS

ma. VLAN oo = Firewall mo. VLAN emoe = Firewall

TunisAndassuy uoaLoLdu (VLAN) G’Taqﬁmum@imau?\lqt,ﬁﬁfi’u

(Configuration)  lifugunsaladnd(Switch) Evedald  (Cisco) wnAdesiidinisseIdon T4
UsgnousegUnsainsyanedyanuuundn (Core Switch) Bviedald (Cisco) Ju beoo guUnsal
ns¥aednyaauUnsEny (Distributed Switch) Bviedalf (Cisco) Ju modo uay gunsal
nsraednyaaMUUInEs (Access Switch) B%aalA (Cisco) fu betoo FunounsnlunsSusy
THauazdedliiBnadeuszymdsuuussindida (Command  Line)  ’1umansulua nesn
(Console  Port) Lﬁaﬁwwummau?\lﬂgu%’u (Configuration) Mntudlefmuarinisinay
DesuFeuiesuds 31438015 Remote shumaaetne Fshesensaunuuazasaaouin
ASMUUAAIAN ©] VBITZUUATUAIU
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WHURILERIT UM ULAETEN 19U R 58UU VLAN

0w o v =
A10UN RNATEUAUNTS FIHASLOEAITU
( Susu )

@ a o | ° ] i wr

®. ARTEHIATEI IR LA STUIULAG e TRl uu e
o o oA o o R
Bicerota Mo S Lo AR U Wues UL VLAN Aldau

LD o i 1% = 1 B gr 1 L7 o

lo. A3RdUTIUNIU VLAN T1asuiunioll frdaldesulindulush
) Tupauil @ frasundlaluinduseui o
273U Vian
ATURTL
en o ' & o wr ' = o
5 an. IvUAAT Configuration @usunnay VLAN asuvugunsal Switch
s Configuration Wlgan
4
vuginzal Switch B

@ X

& MAAsUnNI LYo uwaE VLAN vugUnsal Switch 9nenunseldau
. 194 Taviols laausaldnulinsuldindusoui e oldulauals
vian Téaula e i
Tsdiunauin &

& L 3 ; " : Pl | P = .

& AnvueAn Conflguration Asweune VLAN vdlAsadARLNnes
fiuueA1 Configuration
vuAssIreuRuwaindafey  |e
A

= A w a4 T o

o, nagaun e o ndaasedlsvaansuimun Ry L
aldvdell dlanseldnulinduldiduseui & dldula
WaudalATanald warlElvirumoun o
ol w. Uufind Configuration asuugunsal Switch Aoudonisviua

r

ffufindn Configuration
uugUnsal Switch

Auan




o)

Fupumsinaauazdniiunis

o) WWeuanelsaloins (Rollover) situnoulea nasn (Console  Port) U9
gUnsalaind(Switch) Bviedalr (Cisco) hifulrSasapuiumesAIUANTZUY

b) fasieiussuurunalusinaeagULuuBLAgI58a (Secure Shell)

o) szuuliszysiagldoy (Usen)  wazsiarty (Password) #ildfanulstlden
Budu gunsaiviedald (Cisco) fitmuanannlssnu andulisinusdmaneavdsdduns
Ainsiodeans (P Address) dwiudusiouszanu (nterface) fidutaamanisaiuny (Managed
Port) fvuarnssiaglday (User) uazidalianunsaldausianin (Enable Password) #ildanu
nduluiin (Save) uaziduduszuulyal Restart) szuus eannsndeudegunsaiiiuma
wetneiuuians (LAN) T Widngszuu (Log-in) lhlulussuu itevhmssedasufingistu
(Configuration) S¥UU Juaaaldu (VLAN) seld

m.elo MUAIUNITAIUANLATETIY  Tagldszuusienisaruaunisidifauandn

Aoulnsad (Access List Control)

m.0.10.0 N15AIAT Access List Control vuaunsaliA3adig

Access Control List ( ACL ) fia n15n594 packet fivzidneen Router %3e
Switch Layer m Tiiulunudeulafisndoans wazddutneluideawes IT Security usifidads
Aeluiiiy load cpu 19U Router szt indnues Router AoN1sN packet lUlvignidumnia
wsamamdums lulldvimthfinses packet uazn1ssiern ACL 7ianann avdwald Network
Haymlé n1snses packet Arsaziluminfives Firewall 11nn71 wid sy Network #iladlugjunn
A1STACL Uu Router tanfumadennilsitanunsavinle

15 Configuration ACL Uu Router %38 Switch Layer e igfu A o 38013
938nsuuUMILAY warISmsuuude (Name ACL) Tesilguuuunisiisunen Configuration Tu

-0 Db

Unsal nuegeends fwielutl
ip access-list extended vlanee
deny udp any any eq exoo
deny tcp any any eq exoo
deny ip host bax bé&& bé&& o&o any
deny ip any host bax.b&&. b&& o&o
deny ip ecb.e0br.0.0 0.0.LEE LEE any
deny ip any eclb.ebx.0.0 0.0.0&& bEE
permit ip any host bom.ecz.b&o.ore
permit ip host ®o.e.00. L& any
permit ip host ®@o.e.06.b&mn any
permit ip host @o.e.00.b&& any
deny tcp any any eq exa&
permit ip host ®0.0.060.60 ©0.0.0.0 0.L&& LE& LEE

permit tcp host ®o.e.ee.00¢ host @0.6.60.000



deny tcp any any eq €&&

permit tcp any any eq &€&«

permit tcp any any eq eal&&

permit tcp any any eq exaé&

permit tcp any any eq bbaw

permit tcp any any eq smance

permit tcp any any eq €ooo

permit tcp any any eq €obe

permit tcp any any eq woo&

permit tcp any any €q oo

permit tcp any any eq sowe

permit tcp any any eq c&&n

permit tcp any any g e

permit tcp any any eq «oxo

permit udp any any eq oo

permit udp any any eq s

permit udp any any eq e«

deny tcp any any eq &wen

deny tcp any any eq ool

deny udp any any eq e:m&

deny udp any any range booo b&&m&

deny tcp any any range booo b&&n&

permit tcp host @o.e.@e.@0 any eq exon

permit tcp host @o.e.00.0@ any eq exon

permit tcp host e@o.e.00.0c any eq econ

permit tcp host e@o.e.0e.cx any eq econ

permit tcp host @o.e.0@.5« any eq econ

permit tcp host @o.e.00.0me any eq ecom

permit ip ®0.0.0®.0 0.0.0.W&& host &x.ecw.ax.eomnD
permit ip ®0.0.6®.0 0.0.0.0&& host bom.ecdc.oxe.c&
permit ip ®0.6.00.0 0.0.0.W&& host bob.ecb.boo.eme
permit ip ®0.0.0®.0 0.0.0.W&& host be.ex.bex.eom
permit ip ®0.0.0®.0 0.0.0.0&& host bom.een.c.e0o0c
permit ip ®0.0.00.0 0.0.0.W&& host bom.een.&.eo&
permit ip ®0.0.0®.0 0.0.0.W&& host bolb.bo.exe.cd
permit ip ®0.0.6®.0 0.0.0.&& host bom.ea.b&o.woo
permit ip host ®o.e.060.bb ©0.0.0.0 0. b&& LEE LEE

&



oeN

nyaddnlunisadieip access-list extended vian ee dwsudiin
a s A L% a 3.11 o o o dy o d‘
Ignmansiton1siafu 1ntuzigamdaves ACL Tluussmadmunaliluy Vian ee e
auaunsidnuvemhenulidulumuiiivue neludiues IP Address fiaugnbildau
waz Protocol Maygnlildanu Msllagsesaire ACL Tutuynuisanuielidulunuuinsgiu
Wi

melolo N15AIUANLASETETReTdsTULLRAIINADUINIRE (AccessList
Control(ACL))
A 1 1 L 6 5 dll v A
N13AUANLATEYIENIUNIRUNSalaINglutudeals5EAuN @ (Managed
Switch Layer m) uazgunsalisumes (Router) 8vadaln (Cisco) ivelvitlusunadayariuiomis
EP | =t a P o w v v & Y o = v v
vouA3eglugamilsgluliinaimiigay wazdnanisldaulindulunudenivua 3elad
o < a . = & x> ° ca ¥ a 1%
nstsEUULeaInARUlNgda (Access List Control) Faluilaidunisinuvesgunsaigviedaln
(Cisco) 1ntglunismuaun3atie anunsavirnuldegaiussdnsam
MsvihuveLeaivaeulngda (Access List Control) Ao n15nsaIwiinng
(packet) Mdnaen gunsaliiunes (Router) vise d@indlududeasseaun o Mlulunudeuly
AfmuaiionIuANNs  Iuwaztisluiaweinisshvianulaendeniedis  uilvelduss
WinnsEN1IiEUsEIIanand (Load central processing unit) Wiy gunsaliunes (Router)
senifvanvesgunsaliiines (Router) Aenisuimiuiining (packet) Tlvigniduniavie
nsvdune ldlavimifinsesuiininm(packet) waznIsRsALOALTNABUINTAE (Access List
Aa 1 v A 1 =) 1 | [ < a .
Control) Adana1n o1vdswaliaTedieidymls uanisin  LoadvnAoulnsaa (Access  List
Control)  vugUnsalnsevBaindlutudaansseiui o du umadennisildlunisriugy
wseglvidnisinnulsegaliadesnmiiuay
Audansaume nsuimwNRy In15thszuy weadnaeulnsdd (Access List
Control)  1ldausuiuszuLIneaiaidu (VLAN) wWeaiuaunis THnussuuasetneveansy
o Aa v & Y o - Yy Y a a 14
waunaulmdulumudeimueiianeld aunnisaivaumingiavansdddunisindedaans (P
Address) vadusiazineataidu (VLAN) n1sauaunisldeuii@finesa (TCP Port) uazgffinese
(UCP Port) 4azn15AIuANNIsiionsessninguiaz uoatawdu (VLAN)



eno

o
BREU A LLETRY mumauuam’%’mwﬂumqu

suUU Access Control List (ACL)

adui fanszuaung EU I GE T ]
2w
( Fudu )
@ v = o ¥ = | a1
o. InseilTinadoyaiiidemwaasetns
T 1 1P Address 1 TCP Port lag UCP Port vadusay
ACL Policy VLAN ldreasnsudanniiiu iafmus ACL Policy
. v
o, §TIREBUT AL ACL Policy hasuinuviell
¥ owy o LT s o v W o
ACL Policy idslipsuldndullirduneui o Sasuudaliluvi
s Ayl o
i vy ™ )
D ; ] : an. AMLAA1 Configuration ACL Policy asuugn e
ALAA Configuration w i g o v
. et A8 Switch Layer e Wy Router gy
ungUnsnlieieng
g 1
& MAgsUNIihuELas ACL Policy AfIvURUY
& 1 B2 s (73 i }73
ACL Policy gunssd Manusalglmiel aldansalee
v ow . 8 = Ry v . & =
sl Trdu U iuseud o SlEeleud Il duseun ¢
@& . o o
&, YMEUANTILIRBITEUIUIAT Bt eve N TR VR U
Walfnuiwiu ACL Pelicy Taninsolanuldund
w@ oy Y w oo o o o
vivalal ilianunsaldendinaulUvidusenud o
¥R v o s & =
flgrlius W viduse Wl o
B e

A 4

UuinAT Canfiguration
uugUnsaliaedne

o, JufinAn Configuration asuuaunsalieiatnefidowse
VR




ane

FumBUNSARAILATAEUNNS

o) AnsofuszuurunslUsinaeadiedsda (Secure Shell) UwA3os
ADUNUNBSAIUANTEUY

o) szuvagliszysiadldann (User) wavsaru (Password) ldau
Tildedilasmunls

o) ﬁwmig’qmmau?\lﬂqw%’u (Configuration) SzuuLe@koa (ACL) 1y

(%
Y

Junaunaly

a.0.m IUAIUNTITINBIAIUYRBAABIATEYY Taeldszuugunsalatuiuyngn
(Hardware Firewall)

v [d

[ [ =l 1 I a' d'd o 1 v a va &
N133n¥1ANNUaRnNELATRY MU UAWINANNEIAYLUUDE1UN LagaeIUuaLdY

o

A o

duduusnlunisneszuuiaionns lniasesilonnsgruiimldauossuusuiuyngn
(Frewall)  @efivauvugunsaifiludauaies (Hardware)  wagaadndsiiiudiugada
(Software) Tngfinuaursandnvesiuiuyngn (Firewall) 74 b wuu Ae WugnAuauioya
MnaTetnsnsusenvieindetisdumediin Midunlueietieasluvesesdns uaziduge
muAudeyaaniadetenslussdng fieenlulfnunietrsnsusnuieinietsdumesiin
Tnofidnuiuyngn  (Firewal) Featsdulidoyaintetawariidulununguazulouisni
Uaenfeiiosdnsimua

Firewall  vuneds dunwedulil Gsadaliestulndilviannuinamidagnanuly
vinadu wzartudethuldfussuuieietersdidnvurnisiauiindefu Tngshmei
Josfudunsefiunandumesidn e?fw‘hLmeﬂﬁawﬁu’qmuﬁuqﬂqﬂ (Firewall) %Qﬂamg’ﬂuﬁmﬁ
wsevne melufadeiuiesevienieuenzaniatiedumnasiie

Audansaumea nsuWaufiau Idhgunsalsufuyngn (Hardware Firewall) 3l
sufusTUUYRAdwuiuyngn (Software  Firewal)  Tagszuugunsalsuiuyngn
(Hardware Firewall) fjanldsufegunsaidviedald Cisco fu loloaeeco (ASA ¢&eo)
Hundndast gunsaldufuyngn (Hardware Firewall) flannsovhausuddudomssedudl o
(Layer o ) Fwedotne  (Network) TWaufstufioansssdudl o (Layer o) Sulusunsuusegnd
(Application)  ifiesnwianuvasnseszuuniotnevesnsuimundinu Indulumudetvund
1l oA msmuaunsBenldanuiuvled (Website) Mdudunsis  msaugunsldamnis
UM 3Bumesiln (nternet Service) nsauANNstdaUATaUIeM9dsAL (Social Network)
NNSAIUANNITUIIYAN (Download) Toya n1smuANNIsUNINIINIFIUAINASeYIEB ML
waznsauesluslanea (Protocol) Madlewsioszminaadetnedumesidniuinietnsneluves
nsuiann AR BRivieufee

.0.60.0 N1FAARAIIZUU Hardware Firewall
nsivuaAl Configuration  a0358UUM Tumeuwsnlunsisuauldausndu
v vaa a o o . ' ¢ A
AadliIoNSWeUTEYAEIUN Command Lind  #1uwne Console Port vesgunsal Live
MuuAA1 1P Address Way User Permission #ilunislai@onsanuszuus antuiloaunse



oo

AAFBKIUNIWLATEUIE LAN AUSEUU-LALED F9LUN15I80UMBN1UATEY8 e Download Wag

I
a o

AnR9 GUI (Graphic User Interface) Application tazf1vunan Configuration N1un19lUsLATL
Cisco ASDM Launcher @93gdiesion1sniuauuaznsIvaoun msmmuadiing 9 Wuluaud
nsuiaunfinuldsmunliasudiundeld esinnisauvedlusunsy avuanseinisiiviun
#19 9 Wugunmmieudiesune dulunisieudemdmeddusunsuasudasanitimualy
ﬂy’mm lUilu Source Code vu Command Lind Lﬁaﬂ’wﬂumiﬁ'l\‘ﬂuuuizuuaﬂﬂ%wﬁﬂ

Funaunsinag

o) \euans Rollover W1y Console Port  wosguUnsal ASA 1nAULATeS
ABNTIIADTAIUANTTUU

b) AnsariuszuuNIunIUsLnTy SSH (Secure Shell)

) spuuaglisyy User Password  #ildanu TildeniFusu Cisco  #in91n

Enter 55H Username |

The zerver 10.1.1.98 requires a username. Pleaze
erter a USernanme now.

Cancel |

15997U

Uzername: ||

[T Save usemame

A b N1538Y Username LitoWausasyuy

@) 1muuaAl P Address @ m3U Interface  7lu Managed  Port
AMuUAAT User kag Enable Password #1aglta1u a1ntulii Save wag Restart ssUU

(Gt’m'oﬂﬂh
SAEIR EQ AT S FHY ¢ D
119115 =]

Ready a2 AESZEE [N, 14 [47Rows, 1R2Cok NTIDD | MM

AN e NSIEIUSWASY SSH L Wausasyuy



dloanunsaideuderumandetis LAN  lduds seane LAN @ Port
Managementva4gunsal ASA il Log-in wnluluszuum \iaDownload Application
ASDM - Launcher ﬂﬁ’ﬂumammmwu GUI (Graphic User Interface) udade Liedes
AoufiaLADS TiAUANTEUUY audumeusesieluil
) Waldsunsy Interet Browser Wagsey URL Uil 1P Management 84
STUU

Pl Gl i gy Doghmarhs r
G = 0 X | Isesyoaase + - >

8] Host Ve P Getling Started 0 Lstest oot [ Custiomnion Links

§ Y . ” N
1 Free Hotmal | ] Windores Masketpace 417 Wiradows Media [T e ity
1 Untrusted Lonnection A

w This Connection is Untrusted

e have ashand Firelus bo connect seourety be 1001198, but we canlt confiom thal your connection
— s e,

Mormaly, when youtry b connect securedy, stes wll present trusted identification to prese that you
aré going o the right place. Mowever, this ske's identity cant be venfied

‘what should I Do?

IF you ususly connect to this site wethout problems, this emor could mean that soméans is brying B0
impersoniate e she, ol you shuukdt cortios,

Giek me o of herel
Technical Detalls
1 Understand the Risks

At @ MsldlUsunTa Internet Browser dousaszuuy
v)  UsNguti1eng Untrusted Connection Tldan | Understand the Risks
Q’]ﬂﬁ?ﬁﬂﬂﬂmdd Exception

@ = C X @ | |spmoiiss = CHE ¥
~ Vi
(2] mast visited 4P Getting Started (5| Latest Headines [ Custorize Links | ] Free Hotmail | ] windows Marketplace & windows Media [T wind & o
1 Untrusted Connection + o

gs This Connection is Untrusted

v AI ‘ou have asked Firefox to connect securely to 10.1.1.98, but we can't confirm that your connection
Is secure.

Mormally, when you kry to connect securely, sites wil present trusted identification ko prove that you
are going o the right place, However, this site's identity car't be verfied.

What Should I Do?

IF you usually connect to this site without prablems, this error could mean that someone is trying to
impersonate the site, and you shouldn't cantinue,

Get me out of herel

Technical Details

1 Understand the Risks

IF you understand what's going an, you can tell Firefox to start trusting this site's idertification. Even
if you trust the site, this error could mean that someone is tampering with your

connection,

Don't add an exception unless you knaw there's 3 good reason why this sike dossn't use trusted
identification,

Add Exception

Done

AN & NThlUSHASY Internet Browser Wiau@asyuu
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@) Usinguieng Add Security Exception T¥inata Get Certificate 910ty
nAYu Confirm  Security Exception

Add Security Exception E

‘ou are about to override how Firefox identifies this site.

."\ Legitimate banks, stores, and other public sites will not ask you to do this.
405, 15

-Server

Location:

Get Certificate |
Certificate Stabus -

This site attempts to identify itself with invalid information, View. .
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

[ Permanently stare this exception

Confirm Security Exception | Cancel

Al 5 N5 Confirm Security Exception
<) Usﬁﬂg‘mﬁwhﬂ Cisco ASDM o.e 1ﬁﬂ®ﬂ&l Install ASDM Launcher and
run ASDM g ‘di’mgwﬁ’lﬁi’m Authentication Required Iﬁizq User wazPassword fiaunse
Sonldnuszuu mntuaziduns Download  File @8 ASDM- LauncherMSI @afulnalaly
msands unfuliluedes ThnanfilndiloSudunisings auaudunounun nELans

&, Cisco ASDM 6.1 alials,

CIsco

Cisco ASDM 6,1(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco Sscurity Appliances.

Cisco ASDM runs as either a local application or Java web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance fram
your desktop via SSL. Running Cisco ASDM as an application has these advantages:

+ You can invoke ASDM from desktop shartcuts. Mo browser is required.
+ One desktop shortout allows you to connect to mtiois Security Appliancss.

Install ASDOM Launcher and Fun ASDk

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which yau connect.

« Click Rum ASDA to run Cisco ASDM.
+ Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,

step by step, the initial configuration of your seourity appliance.

Fun ASDM Fun Startup Wizard

Copyright 2006-2008 Cisco Systemns, Inc. all rights reserved.

m‘wﬁ o N19 Install ASDM Launcher



Authentication Required __ _1

A username and passward are being requested by https:f10.1.1.98, The site savs:
“muthentication”

User Marne: I Idd

Password: I TTTTTT]

Ok I Cancel |

mwﬁ' < N19 Authentication ASDM Launcher

?) Downloads !EH

Clear List | I Search... ,'t)

mwﬁ & NaN1T Download ASDM Launcher

Open Executable File? E |

"asdr-launcher.msi" is an executable file, Executable files may contain viruses or other malicious
code that could harm vour computer, Use caution when opening this file, Are you sure you wank to
launch "asdm-launcher.msi"?

[ Don't ask me this again

Cancel |

AT oo N3 Open Executable File

Open File - Security Warning 5 ﬂ

The publisher could not be verified. Are you sure you want to
run thiz software?

Marme: asdr-launcher. msi
Publizher: Unknown Publisher
Type: Windows Installer Package

Fram: ZiiDawnload firefox

Run Cancel

v Alwayz azk before opening thiz file

Thiz file does not have a valid digital signature that verifies itz
publizher. vou ghould only run software from publizhers pou trust,
Hiow can | decide what software bo nun?

AN @@ Security Warning



Welcome to the InstallShield Wizard for Cisco
ASDM Launcher

The InstallShield(R) Wizard will install Cisco ASDM Launcher
+1.5(30) on your computet,

To continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties.

= Back l Next = l Cancel |

N oo NSAAGILUTHATY ASDM Launcher

auncher - InstallShield Wizard

Destination Folder

Click Mext to install to this Folder, or click Change to install to a different Folder,

G Install Cisco ASDM Launcher to:
[\Program FilesiCisco Systemsia s Change... |

= Back I Mext > ] Cancel |

AN @en NSAAGILUTHATY ASDM Launcher

ji? Cisco ASDM Launcher - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko begin installation.

Click Install to begin the installation.

IF wou want to review or change any of wour installation settings, dlick Back. Click Cancel to
exit the wizard,

< Back l Install I Cancel |

AN o NSAAFIUIHATY ASDM Launcher

no



el

fi# Cisco ASDM Launcher - InstallShield Wizard E

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Cisco ASDM
Launcher. Click Finish ko exit the wizard,

AN ¢ NANISARAILUTLASY ASDM Launcher
lun1simuaal Configuration ¢4 9 Azildnwagnsivuney b JULUU Ao
AMUUALA Packet WUl wagAnualy Packet  tulale @an1sagnvualyiniunse budlieiiu

o . a (] Aa v o [~ ~ a oA 1 = 1
VUBLYNUY Policy VlﬂiﬂJ‘WW‘lJ’WlﬂU’JNl’J warAudndunlelunishnnedeansseninunsaang

e

#1 9 Airsruetiuan wun1sfiasesssrinsgunal IPPhone 4 Protocol H.mlom Port enoe wax
ealbo N5MHUINSTeLAs DT eTidedldey WwunislruinsinIsaustews 14 Protocol
SMTP Port be n3liu3nisiasesustnenuld Protocol HTTP Port o wianisliusnisia3es
wiiz1e DNS 14 Protocol HTTP Port &m Tneiitunaushegnanisimunssing 4 Inedaay fail

«) 13enlusunsy Cisco ASDM Launcher Fuanldnu seuus aglvisey 1P
YBITLUUINUINU Uagdaesey User wazPassword Nflansisunldu

@ Cisco ASDM Launcher v1.5(30)

5, Cisco ASDM Launcher ~*¢hsc

Device IP Address | Mame: I _v.]

Username: |

Password: I

[~ Runin Demo Mode

Ok | Close ‘

8] s|a

MNA oo NS58NtTIUlUTENTL ASDM Launcher
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A oo N5 uTUsuAY Cisco ASDM .o for ASA

00) WHanuauLuy Configuration
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& Cisco ASDM 6.1 for ASA - Demo mode

Fle  View Took Wiawds  widow  Help
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Device Setup &7 8 x

N
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eb) N13AIMUAAT Zone A1999995zUU inlalagludiuvessnenis

Interface  va3vMARIIUYN WiduiUandniden Interface  MABINTIAIMUAIINTUALUTING

wieing Edit InterfacelviszuAnnaudfnunlaesnuuuld antunady OK

! 1 Advanced}

Hardware Port:  GigabitEthernet0 /o Configure Hardware Properties. .. |

Interface Hame: [inside
Security Level:  |100
[ Dedicate this interface to management onky

¥ Enable Interface

IP Address

(+ UsesStaticIP ¢ Obtain Address viaDHCP ¢ Use PPPoE

IP Address:  |192.168.1.1
Subnet Mask: | 255.255,255.0 -

Description: |private internal inkerface

QK Cancel Help

AT o NSAMILAAT Interface Cisco ASDM .6 for ASA

o) lHanuaULY Configuration ndulugesinugeile 1den Device
Setup wazldaNLIYLRLNN Routing  LitalviivuAA1 Routing Table #19 9 Yo9nsuUNRIUNTIAY
mudlsioanuuuld (Junisszydunianis Route vadumazin3aty)
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Fle Vew Tk Wowds Widse Hep Lock For: | ] mim
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oc) NMIAIMUAAT Routing 19 9 vosszuuv ilalagludiuaessenis
Routing vosssuanwudneiioliidon Routing Protocol igiasns anthu Irisuidananiden
Interface  fifasnstmmuadurnile Iniuazusingutiehe Edit Protocol Routeliazyen
AnuauRmuildeanuuuly anunatu OK

& Cisco ASDM 6.1 for ASA - Demo mode

Rl View Took Woards  Window  Help

) Hors | 0 Conlipuration l_"J Hororing | () seve Qb Rutresh | ) ok ) P heo J cIsCco

Device Setup 31 B % = Roding > SLabi Boules

Startup Wizard

Specly Static Ruutes.
B interfaces

=] Device Lt
)
g
H

I |
o, pevce senn
gjm
ggguummmaw

@wrnmw

[ ET—

» Fpty Resel

Drevice conligurstion kded successfuly, <oz 1S [=FE") 1632550, 11:41:01 POT

AT b NI3AIMUAAT Routing Protocol Cisco ASDM .6 for ASA

g Edit Static Route x|

Intetface Mame:  |dmz -

IP Address: |10,1|:|,0,0 Mask: |255,255,D.I:| Vl
Gateway IP: |1D.ID.1.254 Metric: |1

~Options
" Mone

" Tunneled (Used only For defaulk rouke and metric will be set ko 2553

SLA ID:

Track ID: I Track IP Address: I
I— Target Interface: Im
Monitaring Cptions |

Enabling the tracked option starts a job For monitoring the state of the route, by
pinging the track address provided.

OF I Cancel Help

AT bl N13AIMUAAT Routing Protocol Cisco ASDM .6 for ASA



g% Cisco ASDM 6.1 for ASA - Demo mode !Eu
File %iew Tools Wizards Window Help Look Far: Go " I 1t I "
@ Home @ Monioring | () 5ove Q@ refresh | o ack () Forwerd | ? Helo | l cISCO

Device Setup g 7 X Configuration > Device Setup > Routing > OSPF > Interface ()

@ity Configuration

%
A “E Startup Wizard Configure Inkerface specific OSPF routing parameters,
2 Interfaces
i "E’ Rating Authentication I Propert\esl
*
il 45 Static Routes Specify the authentication properties For each interface.
CSPF
Setup Interface | Authentication Type | &I
Filkering gt Area
dmz Area
Redirbukion
Static Meighbor partrer-dmz Area
Summary Address outside Area
Wirkual Link.
RIP
EIGRF
Multicast
L[58 Proxy ARPs

09 Device Name/Password
€ System Time

hﬁ
&3 Device Setup

2
Remote Access WPN

Eg Site-to-5ite VPN
@ Device Management

» Apply Reset |

Device canfiguration loaded successfully, | |<adrmn> ‘15 ‘ @ ‘ﬁl ‘ | | ‘164’312550, 11:44:01 PDT

AT lom M3AAUART Routing Protocol Cisco ASDM .o for ASA

@2 Edit OSPF Interface Authentication H

Interface: Iinside

—Authentication

& Area authentication, if defined

" Password authentication " MDS authentication

—Authentication Password
Enter Password: I Re-enter Password: I

~MDS IDs and Keys

MDS kKey ID MDS Key

MDS Kew ID: I add
MDS Key: li Delete |

QK I Cancel I Help I

AT o M3AALART Routing Protocol Cisco ASDM .o for ASA
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6% Cisco ASDM 6.1 for ASA - Demo mode

(JunrsivusalmaToiY18usns d sy

Fie View Tools ‘izards Window Help Look For:
> Hmin
Home |6 configwation 7] monkomng | (1) s refresh | () sack D el
@ jome onfiguration onitaring ave (¥ refres ack () D ren cISCco
| Firewall A > Firewall > NAT Rules o |
= B fccess Rules & a
® Add - Find [ Diagram g
g P24 T Ruies e W + 4 (s B BR-q [ Diagram 1 F
&
& @ Service Palicy Rules . - [ Original [ Translated g
e g
N Source Destination Service Interface Address Service | DNS R
] Static outside E RTINS r
P2 Dynamic & 172,16.25.0/24 outside: 3 198.52,59.140- .., r
=l inside (5 Static rules, 1 Dynamic rules)
1 b Static & 3331 i gopher  oukside B 5555 e gopher r
2 o static & 3331 @ http  oukside 8 5.5.5. e hitp r
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5 ) 192.168.1.100 outside = 198.52.1.100 r
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&) Device Setup

% Firewal

gg Remote Access VPN
8% Site-to-Site VPN

«

@) Device Management

.

[ Enable traffic through the firewall without address translation

Apply Reset
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i 6 Feb 16 2004 725003 10.21,104,41 3005 S5L client rigrat: 10,21, 104,41/3008 requesk ko resume pr
i B Feb 16 2004 Feson 10.21,104.41 I00s Starting S5L handshake with client mamt: 10,21, 104,413
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i 6 Feb 16 2004 a02014 10.21.104.41 3006 172.23.59.108 443 Teardown TCP connection 164 For mgmk: 10,21, 1044130
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External left port Properties
General | Sharing |
Internet Protocol {TCP/IP} Properties
General |
“rou can get IP settings assigned automatically if your network, supports

this capability. Otherwise, you need to ask your network administrator for
the appropriate IP seftings

1~ Dbkain an IP address automatically
—1* Use the following IP address:
1P address: 10 .200. 1 . 249

Subnet mask; 255 .255.255. 0

Default gateway: 10 .200. 1 251

17 Obtain DNS server addiess automatically

4% Usg the following DNS server addresses

203.146 . 115, 4
203 146 . 237 . 237

Advanced
oK Cancel I

Eretered DS server

Alternate DNS server.

Advanced TC
IP Setiings DNS | wikis | Options |
DS server addresses, in order of use:

203146.0.30
203.146.0.20

203146237237 il
2

Add.. Ed... Remave |
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enabled. For resolution of unqualiied names
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agd | [ Ed. | [ Remove |

DMS suffix for this connection: I

¥ Redgister this connection's addiesses in DNS
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]
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Coce_|

MNA €o NMSAUUAAT DNS Server

&en

o) 7 Advanced TCP/IP Settings @wsasiin IP address lalaenavu Add

ey gateway Wy ec.woo.e.be

IP Setings | DMS | WwiNS | Dptions |

— P addiezzes

IP address | Subnet mask ;I
10.200.7.249 255,255.255.0 —
10.200.1.4 255.255.255.0

10.200.1.5 255.255.255.0 -
AN 7 QFF 9FFE 9EF N

41 | _’l—l

add. | Edi. | Femove |
— Default gateways:
G ateway | h etric |
100200.1.251 1
Add. | Edit. Remove

Interface metric:

Ok I Cancel

PN o NMSAIUNUAAININUAAN P



(el

@) 7 Advanced TCP/IP Settings @308y IP address lﬁmﬂﬂmﬂu Remove
wazwnlulnenay Edit
Advanced TCP/IP Settings B3

IP Settings | DNS | wiINS | Options |

—|IP addieszes

IFP addrezs | Subnet mazk :l

10.200.1.8 255.265.255.0 ==

10.200.1.9 255.255.2558.0

10.2001.15 255.2655.255.0 -

1 0N oo ] = =S| = =S| = = |

11 | B
add. | Edt. | Remove |

— Default gateways:

Gateway | kA etric |
10.200.1.251 1

add.. | Edit.. Remove |

Interface metric: |1

ak I Cancel I

AN &an NITANUARAIANRUAAN P

&) \UalUsunsy ISA Management Iﬂaﬂaﬂﬁﬂu Start > Programs >
Microsoft > ISA Server > ISA Management

154 Management
Internet Explarer

Outlook Express

Symantec Client Security

[#fstart || 1) & % || BSE s

AN @@ NS ULUTWATY ISA



&&

) WwUTINYNUWIUIUNSH ISA Management  teldinunr109 ISA
Server Tunstlesduauvasnsdy WU mvua policy security (Wlaurenldinetasiuain
Unonse) wilinanfivu Getting Started Wizard

15A Management
| action  view H & & | galm
Tree |

2

Welcome

Microsoft Intemet Security and Acceleration (154) Server provides secure, fast, manageable Intemet connectivity.
154 Server integrates an extensible, multilayer enterprise firewall and a scalable high-performance Web cache server
It builds on Wwindows® 2000 security and directany for policy-based security, acceleration, and management of internetworking.

==

-8 Servers and Arrays
=2

LODFW
Monitoring
Computer
Actess Policy
[} Publishing
(L) Bandwidth Rules
i Policy Elements
£ Cache Configuration
Menitoring Canfiguration
Extensions
Metwork Configuration
L. Client Configuration

([ H.323 Gatekezpers

Use this taskpad to manage and configure your 1S4 server.

Gelling Started Wizard 154 Server Web Site Suppar on the Web

Fiegister |58 Gerver Related Fraducts

Welcome Servers and Arrays Back Up Monitoring | Help
Bore [ [
AN @€ M5 NUlUTLATY ISA
o) agUTngyiealusunsudsgy
u ayenent [ 7] =]

- | BmB

Bt Yiow
Tree |

[ et Secuaity s Acosies sion SHrver

Wy Servers and ferays

Welcome

%

g eew p e e s \aiekcomms In the Microsol ntermet Secisty and Accelrantion [154) Serves Girsing Sinind
T — Cordguen Schedes
0 s Conbiguee Clerd 5ot Thiz wirarc will assist yous in firishing the sehup peocess and help you b define and
&) Serviews Cordguee Piotocl lukes corfure el 1SA Serves pobcess. o conmect ard profect yous niemal nebverk
Sodstori Corbguen Destranon Set
s jp‘w“ Conifiguee Sie and Content Alules Tin ruviguatn thecugh the wizand, chek Mest
(5 Comouter igigiapit T quk the wizwd. chck Fnith

Configuee Frewal Protnction
Confgure DiakLip Entnes

& Access Poiey
) Ske and Content Fubes.
) promecel Rubes

Click e Hiskp businn for more infoemation o speciie tanks

) 1P Pachet Flters
m [ Pubintio

) Barioith Bricedis
) Gestnation sets
0 Cherk Address Sets
2 Protocel Detediors
1 Content Grous
0 O e
i1 #B% Cache Configuration
¥ () Morkorien Condipration
Extermors
=i L5] Netweork Configurstion
B, Clert Configration
i H.373 Gstebonapers

Condguen Rendrey hos Wels
Drovriet Apphcstiond
Cioriyuen Coche Py

Exit the Gutting Staned

Wizard

——

AN @0 NS INUMAUAATLUTWATY ISA



()

<) lindn?l Select policy elements iieadniaenuleuigitldaiuaslunis
access Yayatu Intemet (Luitilidenynyas uaandnyu OK)

, | 15A Mansgement
[Lion gou || &' | Dem | @
Tree |

ﬁ Trkerret Security and Acceler stion Server

Getting Started

ST

= gl Puiicy Flernmeic
(0 Schedides

=W ervers snd Arrays Wrlcom:
&3 oew
L] Conlguar Schedes
L] Aleres Configar Clnnl Setz
1 Services Configue Protocol Mubss
(21 sessons Conlgae Destrialon Sets
5 ] Renpeets Tonlguar San arad Corterd Hudess
) Correnter Secan Servt
Iy ot Cenbigue Frewsl Protecion
.4 51 S and Content Condguae DisHUn Enlies
Pudes Condgpar Hourag lo Pl orad
53 Protooct Rukes SecuehAT Chents
(2 1P Packnt Fiters. g Houbrg lon Wb
* (5 Publstiog rower Appcaions
0 Dandvwedth Fules Configae Cache Policy

Exit the Getling Stoned
Wirard

Select policy elements...
for LDDPW

Tha 3oy it
oo Sccett 1ecife Thet.

The frst step inviohves

defining the pobcy slamants [schedulse. user groups. pratoc

ok,
draimation seis) that can be tnd when you canote e By defewd, this szoed vill ek
i comsle ol thve pobcy slevenis, o Gan alvo delre pulky stenveris b bk osr scmss

1o pecified shes.

Chick here 1o 1elect which policy elements 10 use in the nies

Selert Polis y Bements

)
(] Fandwidth Priceties
] Destination Sets.
(1 Cherk Address Sets
121 Prafexed Ewrstam.
] Conent Groups
2] Coalup Ereries.
% % Cactn Conifigur ation
-1 Mendonng Configurstion

[,

B, Chent Configuration
iy H.323 Gatehempers

sl PR SR A LIMER S fimsfod. DALY

ot
Vo Salect B ; ot
"
I L araf e
¥ Computnt names o B addinsans [cheed acdines sesa)
¥ Srhoduin
F Destristion sels
& o] cwed |
Srdond policy elements
Help | Prevous: | Nesat I Tinish

AN &0 NMslgaununal Policy Element TUsunsy ISA

) Windnfl Configure

work  hours

Schedulers  wag?i work hours AANVIEBN

Properties iaf1munnIs1IsIalunsvinulneadn@ongadluiutaziiai

Aon1s  nuuwdendusilenuitouly 3al b egeAe 1Fen Active Litelfinieiunaziian
Judn llussnananltaiu ¥3e @en Inactive wWinsndaniuskaziatulunisiawanlganu

A Management
| detion  wiew H & -
Tree |

mXE R 2
Getting Started

ikernet Security and Acceleration Server

Y Servers and Arrays
E & Loorw
=2 Monitoring
1 Alerts
(L1 Services
(L1 Sessions
{20 reports
Computer
B g Access Policy
~-{1] Site and Contert Rules
~+{_7] Protocol Rules
~{2 TP Packet Fiters
1= Publishing
{1 Bandwidth Rules
1l Policy Elements
429 schedules
(22 Bandwidth Priorities
(L) Destination Sets
(L1 Cliert Address Sets
(L1 Protocol Definitions
(L) Content Groups
(L) Dial-up Entries
Cache Configuration
Monitoring Canfiguration
Extensions
Hetwork Configuration
Client Configuration
--fah H.323 Gatekeepers

ERE)eHHEy

Welcome
Select policy elements

Cortigure Client Sets
Contfigure Protocol Rules
Corlfigure Destination Sets
Cortfigure Site and Content Ruiss
Secure Server
Corligure Firewal Protection
Corfigure Dial-Up Entries
Corfigure Rauting for Firewal and
SecusNAT Clients
Corfiguie Routing for Web
Brawser Applications
Cortfigure Cache Palicy
Exit the Getting Started
Wizard

_[5]x]
Configure Schedules 3
for LODFW =
Schedules determing when a 1l s enabled Click here to ereate one o mare schedules. =
Avallable schedules: |
Name | Description |
{Drweekends
©rwork hours Work hours Properties HE
General  Schedule |
Use this page to define a schedule template.
&
028 10-12-12- 18
Al
Fund
Soms
:
Creale 2 Schedue e

ns

[T

anfiad

Swné from 0 to 1
I  Active F = |nactive
o | Cancel Bl
Help Previous | Next | Finish

AN &= NSNURUUAAT Schedule TUSWATY ISA



address

®0) Iﬁﬁ

| action  view H &

Tree |

nker:

net Security and Acceleration Server

&Y Servers and Arrays

c
L
[
&

EF
E

LDDFW
Maritaring
(] Blerts
(22 Services
(1 sessions
{21 Reports

Computer
57 Access Policy

(23 Site and Content Rules
(1 Protocal Rules
(2 1P Packet Filkers

-5 Publishing

(23 Bandwidth Rules
S Policy Elements
(2 Schedules
(2 Bandwidth Priorities
-] Destination Sets
i3 Client Address Sets
(L Protocol Definitions
(2 Content Groups
-] Dial-up Entries
Cache Configuration
Maritaring Configuration
Extensions

Hetwark Configuration
Client Configuration

& H.323 Gatekeepers

a ‘NI
any

Welcome
Select policy slements
Configure Schedules

Configure Protocol Rules
Configure Destination Sets
Corfigure Site and Content Rules
Secure Server
Configure Firewall Frotection
Configure Dial-Up Entries
Configure Routing for Firswall and
SecureMAT Clisnts
Configure Routing for web
Erowser Applications
Configure Cache Policy
Exit the Getting Started
Wizard

Yy

Configure Client Sets iefviuAnguveLAIawgnlagsey IP

(=[]

£
Configure Client Sets

for LODRW

Client computers can be grouped together by IP address. in dlient ssts. You can use clisnt
sets when you create e, applying the (ule to one or more client sets

Available Client Sets.

hame | Description | clients
@D\a\—l_lp anavem wazUi., 10011001 - 10.1,101.1 10.1.100.1 - 10,1, 1011
£} viai Wizard sat: 101,13 10,113

) sty un 1 -12
I} iwdnsnadunar

0 s
i)

LAN 1o 1 -12 1002.1.1 - 10.2.25.254
10.1.2.1 - 10.1,253.255
10.1.10.2,10.1.11.15,10.1,11.18,10.1 1.,

10.1.1.1-10.1.1

T

Create a Clisnt Set

Help | Previous | HNext | Finish

Tavnaldanu

I5A Management
| action  wiew H &

~
AINN

@« NSNUNUAAT Client Sets TUskN5Y ISA

o) WAANT Configure Protocol Rules Litammunngieuqy1nliiaTedq

Tree |

=3

=

BB

i Hose3

3

R

Internet Security and Acceleration Server
(=% Servers and Arrays
LDDFw

Waritaring
2 alerts
(L services
(L] Sessions

{2 Reports

Computer
) Ef Access Palicy

(C Site and Content Rules
423 Protocol Rules
(L 1P Packet Filters

7[5 Publishing
(23 Bandwidth Rules
).y Policy Elements

(1 schedules

(L1 Bandwidth Priarities
(22 Destination Sets
(L Client Address Sets
(L Protocol Definitions
(3 Content Groups
(L1 Diakup Entries
Cache Configuration

) Monitoring Configuration

Extensions

Hetwork Canfiguration
Client: Configuration
Gakekeepers

2[®

Configure Protocol Rules

Welcome

Select palicy slements
Configure Schedules
Configure Client Sets

Configure Destination Sets
Configure Site and Content Rules
Secure Server

Configure Firewall Protection
Configure DialUp Ertries
Canfigure routing for Firewsall and
SecuwieNAT Clients

Canfigure Routing for Web
Browser Applications

Canfigure Cache Palicy

Exit the Getting Started
Wizard

§ o U

[_[5]]

for LDDFW

Pratocal rules determing which pratocals clients can use to sccess the Intemet, You can
define pratacal rules that allaw or deny use of ane or more protocal defiritians:

\wleb protocol uies allow the use of the following 'Web piotocals: FTF. HTTP. HTTP-S.
Gopher

Avwailable Protocol Rules:

Name | Scope [ J Protocal | Action | Applies Ta [ scheduls
L5 Ao Array AIITP braffic Allo Ay request Blways
L3 Mail wizard rule - SMTP. L. Array SMTP allow  Client Sets: Mail...  Always

Array fllow

3 Mail wizard rule - SMTRS. Always
&

.
-
?ir k4
3
Create a Protacal Rule
for Intemet Access

-
Create a Protacol Rule

Help | Previous | Finish

=)

AN

&o NMIMUNNUAAN Protocol Rules TUsHNTY ISA
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any
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Configure Destination Sets \iefviun Destination Sets 7

| action  view H &

=]

Tree |

i

1)

Internet Security and Acceleration Server
-8 Servers and Arrays
R i

Maritaring
L3 lerts
(L Services
(22 sessions
{1 Reports

-7 Computer
E1-Ef Access Palicy

(L1 Site and Content Rules
(2 Protocol Rules
(2 1P Packet Filters

(-7 Publishing
(L Bandwidth Rules
-Gl Policy Elements

(22 5chedules

(2 Client Address Sets

(22 Pratocal Definitions

(L Content Groups

[Z] Disl-up Entries
Cathe Configuration
Monitoring Configuration
Extensions

Metwork Canfiguration

21} client Configuration
[ H.323 Gatekeepers

Welcome
Select policy elements
Configure Schedules
Configure Cliert Sets
Configure Protocol Rules

Configure Site and Content Rules
Secure Server
Configure Firewall Pratection
Configure DislJp Entriss
Configure Routing for Firswall and
SecurshAT Clisnts
Configure Routing for Web
Browser Applications
Configure Cache Palicy
Exit the Getting Started
Wizard

Configure Destination Sets

for LDDFW

Deslination sets enable computers on the Intemet to be grouped by name or [P address
Destination sets are used when creating rules. applying the ruls ta one o1 mare destination
sets

Available Destination 5ets:

| Description | Destinatians |
v Jdd. go.th 10,200.1.1 Ll
v, giswebr0l dd.goth  10.200.1.111
v, gswebriz dd.goth  10.200.1.112
v, it dd goth  10.200.1.113
v, giswebrli dd. o th 10.200.1,114
v, iswebrlS dd. ot 10.200.1.115
v, iswebrG 0. ot 10.200.1.116
s, giswebr07 dd, go.th 10.200.1.117
. gswebr0 dd.goth  10.200.1.118
. giswebr09.Idd. go.th 10,200.1.119 _|_I

|
Help Previous [ Next [ Finish

PN e NSNUAIUUAAT Destination Sets TUSWATY ISA

o) 19ip@AnT Configure Site and Content Rules Lﬁaﬁ’muﬁmgﬁaum’mma

Ufastvlda Internet

15A Management
| action  view H & |

\

Tree |

=4

=

H

1

H

3l 1nternet Security and Acceleration Server
=8 Servers and Arrays

LODFW
Moritaring
3 Alerts
(L] Services
(1 Sessions
{21 Reports
Computer
g Access Policy
i 44 Sikz and Content Rules
*- (2 Protocol Rules
“.[20 1P Packet Fiters
I Publishing
(L Bandwidth Rules
& Folicy Elements
- [ Schedules
(23 Bandwidth Priorities
(L] Destination Seks
[ Client Address Sets
“.[2 Protacal Definitions
(1 Content Groups
(L1 Diak-up Entries
Cache Configuration
Moritaring Configuration
¥ Extensions
[53] Metwerk Configuration
Client Configuration

&b H.325 Gatekeepers

2

Welcome
Select policy elements
Configure Schedules
Configure Clisnt Sets
Configure Pratocal Rules
Configure Destination Sets

Secure Server
Canfigure Firewall Protection
Configure DialUp Entries
Configure Routing for Firewall and
SecurelNAT Clients
Configure Routing for \web
Browser Applications
Conlfigure Cache Policy
Exit the Getting Started
Wizard

=l

q @

Configure Site and Content Rules

for LDDFW

ou can allow or deny access to the Intemet, by creating site and content rules. Site and
content tules determing if and when content on speciic destination ssts can bs accessed
by sers of client sets.

Available Site and Content Rules:
Mame ©

Schedule

Destination

Create a Site and
Content Rule

Help | Previous | HNext | Finish

AT o MsleaufuAen Site and Content Rules TuUswATal ISA
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o) N Set  Configuration teldAnuun
configuration Wa¥ cache properties

access  policy, network

Management

| dtion  tiew |J &
Traal

2

Set Configuration
for LODFW

nternet Security and Acceleration Server
B8 Servers and Arrays

You can configure access policy, publishing policy, network configuration, and cache propertiss, effectively setting 154 Server's
firewall and cache policies.

(17 services

(12 sessions

{1 Reports

Use this taskpad ta configure frewall and cache policies

Servers |
Computer — T | T | -
Access Policy Server Descripion Yersion Praduct ID Created Load Factor Domain contraoller
@LDDFW 3.0,1200.50 53941-477-0001751-58923  18/7/2546 13:,.. 100

LDDFW Properties
-1} Publishing

(2 Bandwidth Rules
E-& Palicy Elements

(1 Schedules

(L Bandwidth Prioritiss
(L] Destination Sets
(L Client Address Sets
(21 Protaocol Definitions 4|
(22 Content Groups
(12 Dial-up Entries

General |

E

Full Computer Name:

LDDFW

Description
Cache Configuration [optional)
(23 scheduled Content Download Configure Firewall Configure Publishing
1 Drives Protsction Policy
-3 Monitoring Configuration R, (S e — |3 EFET
Bl Extensions =
L5 Metwork Configuration Configure Network. Configue Cache Froduct [D: [F3841.477-0001751 58323
lient Configuration Conmection
[ H.323 Gatekeepers Created [18/7/2546 135535
Installation Directory: |E “Program Files\Miciosoft 154 Server
0k | Camedl || aml
4 | ﬂ Help | up | Home

|pone [

AN & MSIFURUAAT Configuration TUSWATH ISA

o)

security Wag policy

A Management

| action  yiew U &

AANYl Servers and Arrays LlWOMUUAAT  network connection,

Tree |

nternet Security and Acceleration Server
- &y Servers and Arrays
= &8 LoD
onitaring
Computer
% Access Palicy
{5 Publishing
- Bandwidth Rules
Palicy Elements
Cache Corfiguration
Monitoring Configuration
Extensions
Wetwork Configuration
8 Clienk Configuration

7-fis H.323 Gatekeepers

Configure Servers and Arrays

*fou can use 154 Management to manage servers and arrays

Use this taskpad to configure network connections, secuity features, and firewall and cache polcies.

Connecled Servers and Ariaps: |

Arra Description Type Mode

Created

Canfigure Servers and
irays

Connect To.. Disconnect From...

Welcome Servers and Arrays |

Back Up | Monitoring | Help

AN & MsIFuUmnUAAT Servers and Arrays TUSWATY ISA



| action  wiew |J &

@b)

A Management

'
a

N

Do

Internet  Security and Acceleration Server l¥iaanaaaean Back
Up and Restore tiigldfinvunan Configure 19913 Back Up Way Restore

[_[=]x]

Tree |

Sarvers and Arrays
E-gf LooFw

LODH
Manitoring

% Computer

Access Policy
) Publishing

Internet Security and Acceleration Server

Back Up and Restore

necessary.

Servers and Arrays

154 Server includes back up and restore features that enable you to save and restore most server and anay configuration
information. Similarly, whene applicable, enterprise-specific configuration information can be backed up and later restared. if

I

action vew || 40 =

(1 Bancwith Rulss Arra | Description [ Type [ Mode | created |
Policy Elsments E Stan,.. Integrated 18/7/2546 13:...
Cachs Canfiguration
Manitoring Configuration
Extensions
&) Wetwork Configuration
Client Configuration
(& H.323 Gatekeepers
Back Up Selected Restore Selected Server
Server or Aay of Aty Corfiguration
Configuration
Welcome | Servers and Arrays | Back Up | Monitoring | Help
Done

A9 @& nsldaununAIBackup and Restore TUsinT ISA

o)) 9 Servers and Arrays AanU1L@0n Monitor Servers and Arrays Lil®
TdaAndou (Alerts) , sessions Mnauegdagaglun1sianisuasiinseinisvinaues Server

5A Management

[_[5]x]

Tree |

SR

=4

Internet Security and Acceleration Server

Servers and Arrays
Fi
Monitoring
(L1 Alerts
[ Services
{11 Sessions

{21 Rreports
-2

Computer
Access Policy
[ site and Content Rules
[ Protocol Rules
* [ TP Packet Fiters
& Publishing
(L Bandwidth Rules
&Y Policy Elements
1 Schedules
[ Bandwidth Priorities
-] Destination Sets
[ Client Address Sets
[ Protocol Definitions
[ Content Groups
*...[] Dial-up Entries

% Cache Configuration

Maritoring Configuration
8

Extensions
Network Configuration
Clienk Configuration

[ H.323 Gatekeepers

Monitor Servers and Arrays

Maritoring enables you to centrally monitar servers and arrays.
“You can wiew alerts, active sessions, and server activity

This can help you monitor, troubleshoot, and analyze the servers.

Seloct Server or Anay to Monitor

7/

Aarva | pescription | Tvpe

[ mode | created |

3 LooFw

Maonitar dlerts

Moritar Servers and
ervices

Stan,.,

Integrated 18/7/2546 131,

Maonitor 5 essions

Welcome | Servers and Arrays |

Back Up | Monitoring

Help

pone

AN @0 NMsIFUNUUAAT Monitor Servers and Arrays TUSIATH ISA
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mlo.e.m  ATNIUTUSHATY
@) Walusunsu ISA Server Inaadnlufl Program > Microsoft ISA Server >
ISA Management

| Windows 2000 Terminal

d I ElReE  19:a4

AN @ 115389 ULUTRNSY 1SA (6)

©) eWa ISA  Management udazusingamsagy  Tinanlud Server
and Arrays

£.f 1SA Management
e mm B @
[[1ame [

]y Servers and Arrays
[ H.323 Gatekeepers

B H.323 Gatekespers

AN @ N1538nTE9UlUSkASY 1SA ()
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o) W lindn? LDDFW > Monitoring > Alerts iveldgdanlusunsuinou
LABIAUNITYINUAN 9]

A Management [_[=]x]

on wew || & |2
Tree | Server [ alert [ First Oceurrence [ Description [
Tntmrmet Secaity and Accoleration Server | [(AMLDDFW 1P spoofing 26/1/2545 18:50:03 The IP packet source address is not walid
B, Servers and Arrays /8 LooFw Server Publishing Recov..,  21/2/2545 4:34:38 The server publishing rule can now be applisd,
-4 LoFw &, LooFw Intrusion detected 2B/1/2545 19:11:56 An intrusion was attempted by an external user.
=& monitoring A LooFw Service shutdown F1[1/2545 5:18:56 The service was stopped gracefully.
&, LooFw Service started 2B/1/2545 18:49:52 Service started
(1 Services A\ LoDFW Alert action Failure 28[1/2545 18:49:53 The action associated with this dlert Faled,
(21 Sessions 8 LooFw Rresource allocation failore  21/2/2545 4:32:07 A resource allocation failure has occurred. For exampl..

{1 Reports
Computer

g Access Policy
{5 Publishing
Bandwidth Rules
Policy Elements
Fo) Cache Configuration
Monitaring Corfigur ation
Extensions
Metwark Configuration
client Configuration
B H.323 Gatekespers

MNT & N538NETIUIUTHENTH ISA (on)

a _a . P a Aa . A o )
&) AANT Services LNDAUINITNAUAY Services NVNUUN WATEINNIA
It = e | & a % Y a & )
annsniazaneligesidanie 9 lalngldenfilwesiannoinis wadndnuILdeneUduiuy
Start , Stop ¥38 Restart Li@s91nwesi@ ISA Server Control Service Huwesian
1WOIIADUY AoIlTIUAIY

ISA Management [_[F]x]
| action yew || &= = =
Tree | Server | service [ status [ Humber of Sessions | Service-Up Tme |
Tnternet Securty and Acceleration Server | [ TOLDDFW  Wieb prowy Runring az 32 Days 15:37:27
= Servers and Arrays LDDFW  Firewall Running 1 35 Days 0:45:00
£ LooFw [$%3L00Fw  Scheduled Content Download  Running
B4 Manitoring

(2 Alerts

{1 Sessions

{1 Reports
{5 Computer

g Actess Policy

) Publishing

(1 Bandwidth Rules

olicy Elements

£ Cache Corfiguration

Maritoring Configuration

tensions

lebwork Configuration

Client Corfiguration

- H.323 Gatekeepers

[
ANT oo N538NETIUIUTHENTY ISA (@)



a d‘ . d‘ ¥ . d‘ o & o [
& fandl Sessions Liveldn Sessions lanifdwiaueging

Tree | erver [Session Type | User Mame [ Client Computer [ client Add... 7 [ Activation |
Tnternet Securtty and Acceleration Server |6 3LODFW Firewall Session 0113 10.1.1.3 Z3f2(2545 323:20
) Servers and Arrays £OL00Fi Web Session anonymous 10.1.1.41 413(2545 15:26:01
=4 LooFw ILooFw Web Session anonymous 10.1.1.62 4}3/2545 19:36:28

-4 Moritoring 3LooFw Web Session anonymous 10.1.1.66 4/3(2545 19:06:51
0 Alerts ILooFw Web Session anonymous 10.1.10.2 4/3(2545 18:42:55
(00 services ILooFw Web Session ananymous 10.1.10.33 4132545 18:11:09
3LooFw Web Session anonymous 10.1.100.98 4/3(25495 18:31:51
{1 Reports 300w Wweb Session ANONYIMoUS 10.1.12.10 4/3]2545 19:16:49
% Computer SLooFi Web Session anonymous 10.1.12.23 413(2545 19:34:31
Access Policy BLooFw web Session anonymous 10,1.13.11 4/3(2545 18:27:48
5} Pubiishing BLooRw Web Session anonymous 10.1.13.26 4[3]2545 18:55:16
(1 Bandwidth Rules 3LooFw weh Session anonymous 10,1136 4/3{2545 18:31:12
& Policy Elements 5 N . e
LODFW Web Session ananymous 10.1.13.7 4132545 18:36:00
1y Cache Configuratian 3L00Fi Web Session anonymous 10.1.14.20 4/3/2595 19:11:53
Maritaring Configuration a V! 114, -
Extensions LDDFw web Session Anonymous 10.1.24.2 4/3]2545 19:37:116
Network Configuration SLooFi Web Session anonymous 10.1.5.1 4/3(2545 17:30:11
% Cient Configuration ILooFi web Session Anonymous 10.1.3.9 4/3(2545 18:54:31
& H.323 Gatekeepers SLooFi Web Session anonymous 10.1.4.102 413(2545 19:21:57
ILooFw Web Session anonymous 10.1.5.18 4}3/2545 19:17:39
3LooFw Web Session anonymous 10.1.6.16 4/3(2545 18:58:21
ILooFw Web Session anonymous 10.1.8.15 4]3(2545 18:33:04
3L00Fi web Session Anonymous 10.1.8.2 4/3]2545 19:24:06
3LooFw Web Session anonymous 10.1.8.23 4/3/2595 19:39:51
ILooFi web Session Anonymous 10.100.1.12 4/3]2545 18:21:35
SLooFi Web Session anonymous 10.2.4.7 413/2545 15:36:59
ILooFw Web Session anonymous 10,200.1.1 4/3/2545 18:24:22
3LooFi Web Session anonymous 127.0.01 4/3(2545 12:32:00
ILooFw Web Session anonymous 202,129.56.15  4/3/2545 19:19:11
ILDoFw Web Session ananymous 202,176.136.92  4)3/2545 19:39:05
3L00Fi Web Session anonymous 202295829 4/3/2595 19:26:17
ILooFi web Session ananymous 203.144.211,238  4/3/2545 19:39:25
SLooFi Web Session anonymous 203,180,217, 118  4/3/2545 15:43:50
&9 L00Fi web Session Anonymous 203,155.34.165 /32545 19:36:22
§OL00Fi Web Session anonymous 203172.58.237  4/3/2545 19:38:47
&9 L00Fw Web Session anonymous 66.196.91.126  4/3/2545 19:39:24
I
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SA Management [_[&]x]
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Tree |

rkernet Security and Acceleration Server

=8 servers and Arrays 25/5/2547 25/512547
54 Loorw 24/5(2547 24[5(2547
= Monitoring 23f5f2547 23fsf2547 =
20 Alerts 22/512547 22i512547
(L] Services 21/5}2547 21/5(2547
(21 Sessions 20/5(2547 20{5i2547
(=3 Reports 19/512547 19/5i2547
(2] summary 18/52547 18152547
(] e Usage 17/5(2547 171512547
(2 Applcation Usage 16/5/2547 16/5]2547
{2 Traffic & Utilization I5/sfzs47 15512547
cé‘;ratjrecum 14/5)2547 14/5]2547
o § Access Policy 13/5/2547 13/52547
-5 Publishing 12/52547 12/5(2547
1 Bandwidth Fules 11/5/2547 11j5i2547
- Policy Elements Report Job 10/5/2547 10/5{2547
(-4 Cache Configuration Repart Job 95/2547 9/s(2547
#-{2) Monikaring Configur ation Hreport 10b 8i5/2547 8/5/2547
-5 Extensions Ereport 10b 7i5/2547 7)512547
[-[57 Metwork Configuration W report 10b 615/2547 /52547
Client Configuration @ report 10b 5{5/2547 5/5/2547
- H.323 Gatekeapers i report 100 4i5/2547 452547
freport 10b 3/5/2547 3/5/2547
HWreport 10b 2/5/2547 2/5{2547
Breport 100 1/5/2547 1/5/2547
Breport 10b 30/4/2547 a0j4{2547
@ report 10b 2904}2547 29j4{2547
@ report 10b 28[4/2547 78412547
Ereport 100 27/412547 271412547
HWreport 10b 26[4(2547 2642547
Wreport 10b 25[4(2547 2542547
Hreport 10b 24[4[2547 24j4]2547
Breport 10b 23J4}2547 23j4/2547
report 10b 22}4}2547 22j4)2547
@ report 10b 21/4}2547 21412547
Ereport 100 200412547 20/4i2547
report 10b 18/4/2547 1942547
Wreport 10b 18/412547 18j4{2547
Bl report 10b 17}4{2547 17]42547 =l
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o) AANT Server publishing rules weldangsine q Aldlunisdesiunisly
U Internet

SA Management [_[5]
| action  view H &

Tree | Name, [ Description [ Protocol [ intermal 1P Address | External 1P Address | Applies To [

Meernet Seaurlty and fcceleration Sarver ] | SMail wizard rule - Exchange REC Server. ... Exchange RFC Server  10.1.1.3 10.200.1.3 Ay request

8 Servers and Arrays Mail wizard rule - POP3 Server, Published. .. POP3 Server 10.200.1.3 Any request

=49 LooFw [SAMall wizard ruls - POP3S Server. Publishe POR35 Sarver 10,200.1.3 Any request

B 4 Mai wizard rule - SMTP Server. Published. .. ST Server 10.200.1,3 Any request
(ShMail wiizard rule - SMTES Server, Publishe. . SHITRS Server 10,200.1,3 Anyrequest

{1 Application Usage
{1 Traffic & Utilization
{1 Security
Computer

E g Arcess Policy
(1] Site and Content Rulss
([ Protocol Rules
“.[[0 1P Packet Filkers
-5 Publishing

- ([ web Publishing Rules

*.. {24 Server Publishing Rules
(2 Bandwidth Rules
)& Palicy Elements
- [ schedules
- [ Bandwidth Priorities
L[] Destination Sets
L[] Client Address Sets
L[] Protocol Definitions
(L Content Groups

L[] Diakup Entries
¥ Cache Configuration
(21 Scheduled Content Downlc
(2] Drives
Monitoring Configuration
(2 Alerts
2 Logs |
{1 Report Jobs
El- % Extensions
i Application Filters
“..[]) Weh Filters

=16 Metwork Corfiguration _'Ll
[
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52UV Software Firewall
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Firewall Palicy

ASUE I

y U a. wuaAn Configuration Firewall Policy asuulusunsy Software
fimuaA1 Configuration Firewall #ifladseduuieiosiaiines g

Software Firewall

@ NgdauN T eskAR: Firewall Policy Aifsuauugdrsal
Tenunseldanlivield dnlaanusaldonlalinduli
& 4 wvaw v o 5o ek 3|
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Firewall Policy
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Jaurfu Frawall Policy ranunseldenldnivioly 1laenunseld
PuldlFnduluindusoui o Slfimlddtluintuneun o

! 14 . Uufine" Configuration waanTsriwualisunsy Software Firewall
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FumBUNSARAILATALEUNNS

o) Andiulafienined boom (Windows  Server  boom) ULLASDA
ADUNANBSAIUANTEUY

b)  ThnsaasaUsunsulewae boos (SA boob) WeRnduasalidudu
sxuull Restart 1304

o WalUsunsulewae boos (SA boow) MNLuURMUAAMGIAIABLTIN
sty enuildimuely

mlal  Oufumsinvesaeadunouiunes Ingldyaddsteatulidluma
AOUNILMDY (Software Antivirus)

Audansaumea nsuWanninu ihlusunsutestubdalunsasufiames (Antivirus)
wld Tnen1sindeuuedesneufamedinnun  Liesnwiaulasafevesssuunoufiamesan
nsgnlandlaghifalunisreuiiumes viselusunsudszasriasieg (Malware) Tnsdulunnu
Formuadunissnwanudasadefingdd lWud nstestunsinlifalunaenfinwes an
TWadunseieeg nsawnunsanilfalunisaeuiames  wuunasaial (Real  Time) A3
Usuugsprudeyalisalumsenime suuusmnlusii waznistestulidalumsaeuiiomes fiuy
W3eauiteUsnsTvLn

Taunsutiestulfdlumsaeufinmes (Antivirus) fnunldfelusunsudloadd By
woeyl  BuAEISA (ESET Endpoint Security) dulundnsnsidesiulfdlunsnouiiames
(Antivirus) ¥84U3¥n ESET viauuuszuuUfiinig Windows fianuannsaludunisaiua
nstlesiulasalumsponfiunes soun savedilsdfudunistdestunsyngnaniusunsudilsl
Usza@iAd (Intrusion Prevent System) n1slafsnunuumuuauleuts (Policy Based) uwazil
puansasunsiduneuiilhfaeniaes (Antivirus  Server)  iiteldusnnsueuitlafa
(Antivirus) 1¢1

nl0l0.0 TUABUNNSAARILAZAITUANS

Funeulunisinsanassiunisiusunsudioas Bunessi SiAe13H (ESET
Endpoint  Security) telilusunsuannsavinuuumaiesneuiunesld IWUfiRnutunen
Fastoludl



) LUAlUTLNTUNISAARY azUsINgMTnaedudunsinns Tina Next

{i# ESET Endpoint Security Setup x|

CCET
ENDPOINT Welcome to ESET Endpoint
SECURITY Security Setup Wizard

The Setup Wizard will install ESET Endpoint Sacurity on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

Warning!

It is urgent that you uninstall any other resident security
applications such as anbi-virus, anbi-spyware or firewall
programs that may be running before continuing installation
to avoid serious problems.,

< Farck ] | Next > I Cancel J

ATl o MsfnsalusunTy ESET Endpoint Security

b) Mih3euanslamimun liiiesemunenUs | Accept 3Mnuunn Next

& ESET Endpoint Security Setup x|

End-User License Agreement
|
Please read the following bicense agreement carefully

IMPORTANT: Please read the terms and conditions of product application set ou[ﬂ
below carefully prior to download, installation, copy or use. THROUGH
DDW\'I.O-\DI'\G INSTALLING, COPYING OR USING THE SOFTWARE
YOU ARE EXPRESSING VOUR CONSENT TO THESE TERMS AND
CONDITIONS,

Software End-User License Agresment.

Under the terms of this Software End User License Agreement (hereinafter referred to
2 “lhe Apemt"} e:ecuied. b}' mdbem-een ESET spoL st.o, h:.\-ing its m:istued_;[

& T accept the terms in the License Agreement ﬁ Laan [ accept
" 1do ot acrept the terms in the License Agreement afin Next

<Back Next > cancel |

A oe Tormiualusunsu ESET Endpoint Security

ol
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o) iaelvuen1sAnes Tvvieseminenuy Typical 91n1une Next

ET Endpoint Security Setup

AN oo MUANISHARILUTWATY
&) ninedududnsveddusunsy Wissysiagldan (Usermame)  wazsianiu
(Password) 9829nTUNMUINAY 91NUUNA Next

ext

d’ IS U a a
AN o N3EUSUENSVBILUSUATY
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v A v a a ¢ v Y] Y] v X
&) nihvemavenleslayaldvimszinsiusindeyatunislesiulada lvinan Next

{i# ESET Endpoint Security Setup X

ESET Live Grid

Buit on ThreatSense.net advanced early warning system, ESET Live Grid is designed to
provide additional levels of security to your computer. It constantly monitors your system’s
running programs and processes against the latest inteligence collected from miions of
ESET users worldwide. Additionally, your system scans are processed faster and more
preasely as the ESET Live Grid database grows over time.

[V 1agree to partidpate in ESET Live Grid (recommended)

Y

'.
o - g 3
Laan I accept

a8n Next
2

<Bk I!_:utél Concel |

M o= NMselesayaRlAT N TIuTINdeyatunistesiulia

5) NNNTIFUIUSWNSUUSEAIAS e T9Maen9 Enable detection a1nuung Next

i ESET Endpoint Security Setup x|

Detection of potentially unwanted applications

Potentially unwanted applications are programs that usually require the user’s consent before
installation. They might not pose any direct security risks, but they can affect your
computer’s performance, speed and reliability as well as change its behavior.

ANUNDLEAIANUNSBUNTAAGS T9nA Install

Enable detection of potentially unwanted applications

Laan Enable

N Next
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o) vuwessunsaulun1sinssluswnsy Tean Install Wieafn@aluswnsy

x4
Ready to Install
The Setup Wizard is ready to begin installation (esly

Chck Install to begin the installation, If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

(dan Install

o ~
<Bock | [ gl | concel |

AN elo NSAARILUTLATY

?) Weunnguihvedudunisiaaaasadu linadu Finish andulisusy
szuUlnl (Restart)  LaSosmauimasiolilweda (Service)  frequasluswnsuyinaulaoeng
auysnl

|';T_.J- ESET Endpoint Security Setup l]

&

ENDPOINT Completing the ESET Endpoint
SECURITY Security Setup Wizard

Qlick the Finish button to exit the Setup Wizard.

a&n Finish

4
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ool A15USUNSIANNSIEUUUaenulaSe

o) Andslusunsutieaiul¥auuaiossidneusnisien

b) IAviKY Backup/Recovery wiauaLiun1svageuyninou

o Tuduveanieausidelvtesiunis Boot angunsainieusnsiens
BIOS 19 Boot a1 Hard disk tJugumuusniase

@ ldalusunsu Browser  iieSenldau Interet  sntiunisid
Website 999 Microsoft

& Aamuanuedeuln nMsieudouazdeuusiicng eg1lndinen
Website Upariu Virus

o) Wma’mammmmmLﬂﬁaulwamaqﬂﬁﬂ%’wqﬂud’au%’ﬂmm’m
Uaandevoslusunsy Aldauriuedarie

o) aunulafaedsasinane Tnadarliinmunuueslawin agades
amiay o A

mlb.a N15U3MITIAN1sARNRaMeY Tneldszuuindasutdreiaiion (Virtual
Machine: VM)
mlo.m.e N15M9IUTZU Virtual Machine Server (1n3adusivneiaiion)
nsldussuuedewitiaaiio (vitual Machine (VM) tu doadila
AuvingvesAiiesalawdy  (Virtualization)  Famnedis n1sdasaedeuadeude
goniuas fvhlimeufinmesnilnaies awnsavhauiunionaiiounatsy szuuld Tnousas
sruuiiminernsnheanud sriadan wazeunsniniet eiadouililudaseiotiu tdeailou
uiaziaTes Fseusadssuuufiinsuaseendufiuvemuedlnedass uazudaziaieainis
dnaen (copy) Teyasruutfiiinag (operating system) gniindsginTasusitneiaiiou (Virtual
machine) LA3edusitneiaiion (Virtual Machine) Fosyuuuftnsivinlianunsalduonlsduag
Wloshassnsinuresneufiumesiniesdy wiloufineufiumes b indes wiewnniniu douty
oglunoufinnefifivuniondisr Ussloniveanissraedludnumed wu Mlunimmeaounisas
Wsunsuludg msensvhnuadouduneufinmesdndmis Fadninanuiinnaislag awlidl
HasafszuUUURN IARNTImasIzuUnan Tunwsmveslawesluwes (Hypervisor)  Huil
LlNa1Tuan (main file) il Configuration file, Virtual disk file, NVRAM setting filettazLog file

nasvialawdy (Virtualization) wiseanldidy v Usuan e
o. Toa saniUaisie Fafiu wua Host Operating System-Based
neswalawdu  (Virtualization)  Usziawidl dasldszuuufoinng
(Operating System) Usgwnviulad (Windows) %5 (Aund) Linux dioldlunsinsauuaos
AN mBsMagtuY 1UshnTy duuasieviines  (VWMware  Server)  TUsunsuiduuwas
Gaaiadi (VMware Workstation)
. wawniialaweslees Bare-Metal Hypervisor
wa wyiia lewes liwesdaifiu (Bare-metal hypervisor system) 18u
S3UU (system)  AlidndudedldszuuufuAnig (operating  system) Tunisinda sy
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mlaweslhiwes (Hypervisor) fie seuUUfURNT (operating system) fiefiadiulasagual 39
anunsaldaulaviud
AU AsuiamNiAy thsvuuiedesivneiadon (Virtual Machine:
VM) slunuiedesusidneduiitengnisldnuinifunaiu uadldiueiosuiisuinisinng
Tnal ioanAlddne Tnenisansiuudsnnesedauifdeddenu annsldndauannisld
aoufimesvatsiaies andli anA1thsesine Baeliinsdaasmineinsaglueieadululy
agAuAT PelaninsaUszinanavate qunasesi (platform) vuedeafefuld uagdae
amnaﬂumsa@éi”’aizwﬂﬁﬁ’ammazLLauwam%’u lun1sasrawdergiadion (Virtual  Machine)
Tnonsdnuvielpau (Clone) anuilkuueSes wdtnewaion (Vitual Machine Template)
svuuAIosuivelaion (Virtual Machine: VM) Mdunld@elusunss Iiduurd (WMware) 4
ausavnauLuuled aa‘V\lLUaLiaﬂ FaduLua L?@%GU’JabLaLGU‘fiLu (Host Operating System-Based
Virtualization) vuszuUUfuRN1TIUlaBeIes (Windows Server) WagaIu130vaULUULUE
wiiialaweslawes (Bare-Metal  Hypervisor)  Aiflsguuufifininduesmuiosld sauad
Herturaglinisianuvesiesmameduweda (Virtual Machine Service) finnuazaintunis
Pnmauazu3msny

alo.al AuENUALAzUIE 8YIYa4 Virtual Machines

® lIsolation: s¥uuUURANTS war szuuldinisviates vlle @1u1se
yhauldeguunonfiunes Wisardeuier InefusaysyuuUfiang shauuendueyedndasy

©)  Standardization: s1iauasTiuanseglu Virtual Machine tuaggn
wansludnuaefinasgiu Faanefls Virtual Machine fivnauogifu axuoseniauaiilag Anu
wiltouduimun ldhifussuandstuludeeninusasafiedn

m)  Consolidation: #&nn15983 Virtual Machines thudfadudunilves
msatuayunsldeuiidendt consolidation vienssi warndndsiilidndueen samenisld
nugiauaslviiusyansnmuindatu @ans consolidation fles shlsinsuinsdanisdetu

€ Ease of Testingg nmsvinsnageu  ldrazilunsnadeusyuy
gawdwaslul vusruuUfoRnsisstundomiloutu vihlddewagliniy production system
A

&  Mobility: n138resszuuufoinsiu virtual Machine turhldine
10 wumstheduensauslivhnuiiedesdu uenaindy AMENURNISNY snapshot Way
rollback Faflunisiiumnuannsalunisddoya uas i availability Inesailszuy
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52UU Virtual Machine Server (VM)

Do
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IHazIERATY
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AT VLEL ATRLE
DU VM Uae Guest

@. AATISHAMENTE keSSBS Ts an suiaL AR
ienTaAseLltsElew (Virtual Machine : Vi) mieludunes
Server uag Guest Miuldeuy

U HLA

)
ATUNIU

lo. 95RERUTILIL VM Server Lag Guest Masufunoly frdliasu
Tinduluidunouil & Sasusdliluiduneuit «

u
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a . ‘ .
fnsuazinwuna Configuration

Virtual Machine Server

. fedaazimiuaa) Configuration Virtual Machine Server

A

Virtual Machine Guest

FesakazinuueAl Configuration

2. fedviazamumai Conflguration Virtual Machine Quest

WauUng

b, B
& NAFPUMSINITUYBUREY Virtual Machine Quest fidmRsan
s

auseldoulanieldd flennseldauldlinduluhdueui «
fldulaudldluiduneui o

CEGRE N
fansnu Service
210 VM

. wmaaumiiaﬁuﬁmwmm%m@ﬂ‘dwmﬁaﬁw‘améﬁ wiosusing
iy virtual Machine Quest Fnenunsaauliniviol fld
ausaldulilinguliinduneut ¢ SlEoulsd il
Susouft w

A 4

uilnAn Configuration

Virtual Machine Server

wl. UUANAY Configuration syuuUASed ualans @dou
(Virtual Machine : VM)
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fumeunishnauazaniiunig

Fumerlunisindslusunsutiduuad (WMware) Ju Boaidnleneitu ¢o  (ESXI
&.0) UUIATDINDNRUABTMIUANTTUY ansnsosfumsnuduneusellil

o) Tduwiufndslusunsundousdnynuiudiiiaiosneyfiunefarunussuy ay

Tunthaedieadnloyniuy (ESXi Boot Menu) Widendeusn dmsunsinnsdioaidnte (EXS)

ESXi-5.1.8-799733-standard Boot Menu

2 : ; tandard Installer
Boot from local disk

29 olo NSAAAIUIWATUTIBULIS (VMware)

o) LUTWNTUATRERITIYALLDUNYDIDSTUVDIUTHNTY S1UALLDUAVDILATDIM]
Nefzdinge wieulnanelugasienaznedldlun1sings

VYHuware ESKi 5.1.0 (VMKernel Release Build 799733)
VMuare. Inc. VMuare Virtual Platform

2 x Intel(R) Core(TH) i5-2320 CPU @ 3.00GHz
2 GiB Menory

Loading nodule el0BO ...

AN elen NUNADLEARITIUALLDEAVDIIDSTUVDILUTHNTY



2 1 v ¥ v} 1 a 5 a & 4 e‘e:l a I3
@) Wdgnthvedeusudn1sinns Tuws (VMware) Lastusioaiante
ESXi +@en (Enter) Continue

(Esc) Cancel (Enter) Continue

Al e iefeusUdn1IAncs 10w (VMware)

) HansTIeazdavannatr1eeedlusunsi 1den (F11) Accept and

continue

(E5C) Do not Accept (F11) Accept and Cont inue

AN ¢ NiuAAITITazIDYRTanNaIRNgUadlUTuATH

@) dengsananazldlunisings TnelushnsuashanIionastuInad
g15anan waen (Enter)

VMuare. WYMuware Virtual 3 (mpx.vmhbal:CO:TB:LE)

(Esc) Cancel (F1) Details (F5) Refresh (Enter) Continue
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AN o NUNADLAAILENIT DA IUIAVDITISAREN
o) HenjuiuuresAduasa (Keyboard) Nivgldau iden (Enter) Continue

U5 Default

(Esc) Cancel (F9) Back (Enter) Continue

A9 ol JURUUVRIAG UM (Keyboard) Magldanu

o) ANUASHANIUYBY Root 1@Sauda 1@en (Enter) Continue

Passuwords match.

(Esc) Cancel (F9) Back (Enter) Cont inue

MNA eI NSANUATHANIUVDY Root

<) Waunsusuinsaunulndssuunagldlunsinns Tdaandnes

AN e TUSwsUSUYNNsawnulwdssuuiazldlun1sangg
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) AINUUIUSBNTUILTUMTNAEUTUNITRART INABINITAAAISILA
@en (F11) install

install

(Esc) Cancel (F9) Back (F11) Install

N 2o NUNEEUTUNITARRAY

®0) 15uN15Ande TdnatmeUssunn Lazndsannfndasandn azduntinla
Buduszuulml (Restart) 58UU @ M54 @8N (Enter) Reboot

successfully

(Enter) Reboot

N e NUNIDLARIADNULLSUNITANRS

o) AIDUYNEUSUAUSTUUINY (Reboot)

N Qo LATBaLUIBRULSURUSTUUINY (Reboot)
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o) NAAINTANTNLTT TUTUNTUILUANITIEAZIBEAVRITEUUNTOUNIEIAY
915uea (URL) ldanilluanlusunsudailes laatoud (VSphere Client)

VYMuare ESXi 5.1.8 (VMKernel Release Build v99733)

VMuare, Inc. YMuare Virtual Platforn

2 x Intel(R) Core(TM) i5-2320 CPU @ 3.00GHz
2 GiB Memory

Download tools to manage this host from:
http://192.168.254.129/ (DHCP)
http://[feB0: :20c:29Ff :fe24:8edB1/ (STATIC)

A =
ANAN @en I‘UﬁLLﬂi@JQ%LLﬁ@\ﬁ']EJﬁ%L@EJ@?JENi%‘U‘U

o) MnHldudansiagiiludsaledilud - viseder1du TUsunsuae
wansilerdunldlunmsasedanin anunsanady (F2) Customize System 1o

Dounload tools to manage this host from:
http://192. 166254129/ (DHCP)
http://[FeBB: 200 :29FF :Fe24:BedB]/ (STATICH

2> Custonize Systen/Vied Logs €F12> Shit Doun/Restart

AN g WswNSULEnIHaATURlTluN1SAIA

o@) lWsknsuazianatasldsianulanrunlinousureInisingd tnaen
SuAU (Default) ¥84 Yoastuiinin (login Name) fie root Lazldsianiuseusounad tden
<Enter> OK

Authentication Required

Enter an authorized legin name and p ord for

Conf igured Keyboard (US Default)
Login Name: [ root 1
Passuord : [ semescsescscre 1

<Enter> 0K <Esc> Cancel
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A ¢ TUsunsuLanstadlasiariu
o) UanwmiimnriazUssny gldnuaunsaionnisnsdsielaniy
FDINT3

Conf igure Password Hostnane :
Conf igure Lockdoun Mode localhost

onf igure Management Netuwork IP Address:

Restart Management Network 192.168.254.129

Test Management Network

Netuwork Restore Options Netuwork identity acquired from DHCP server 192.168.254.254
Conf igure Keyboard IPv6 Addresses:

Troubleshoot ing Options fedb: :20c:29ff :fe24 :8edB/64

Vieuw System Logs

Vieu Support Information

Reset System Conf iguration

MNT @ LEAAIUINITHIALARZUTELAN

oo) wawINRIASEUSesuds Wluduedesnoufiumes  dmsuldlunis
Andalusunauailos Vsphere Waustiwes Browser) wifianigensuea (Uniform Resource
Locator (URL) weumdeswitnefildimundld  udrestundsnadeninadn Download
vSphere client Aanfious9as (Download) uazfinsaasaiadliizouias

& Welcome to YMware ES¥ 51

Fle Edit View Favorites Took Help
~
VMware ESXi 5.1
Welcome
Getting Started Far Administrators
If you need to access this host remotely, usa the following program
1 " o 1 vSphere Remote Command Line
to install vSphere Client software. After running the installer, start
e elient and log in to this host TEow RArTEIN AN s Bty i 1
R * use command line ook Lo manage vSphere
« Download vsphere Cliant from a client machine. These tools can be
used in shell sopts to sulomale day-to-day
Ta streambing your IT operations with vSphere, use the following pernbians:
program to install veenter. vCenter will help you consalidate and ' Diowwlond tid Virtas) Apekance
optimize warklnad distribution across ESX hos Dl t v Db Fast
ey = Downilosd the Linux installer (tar.gz)
computin : splianes
o Lo pld ; Weh Based Datastore Browser
centralize access control, and automate system administration tasks,  Use your web browser to find and dawnlaad
files (for example, virtual machine and
» Download VMware vCenter wirtual disk files).
T you need mone belp, pease reder to o documentation ibrary: « Browse datastores in this host's inventary
« wSphere Docurnentation For Oevelopers
viphere Web Services SUK
Learn about our latest SDKs, Toclkits, and
APLs fur managing VHware ES¥, ESXi, and
WMware vCenter, Got sample eode,
reference documentation, participale in our
Farum Discussions, and view cur abest
Ses ..
t thee Weh Services SOk v
+ Brawss abjects managed by this hast
% -

A <o) NUIRNUAAINTS Download vSphere client
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o) MAINNAAAILAIRLTUNLNGININ LN luN1aSIATaIkLU8LET oY

(Guest OS) siald

@ VMware vSphere Client
vmware

VMware vSph
Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of &
vCenter Server.

1P address /Name:  [192.168.254.129 |
User name: Iruut

Password: I*“‘-“*“‘-’

™ Use Windows session credentials

Login I Close | Help |

N @2 WEAIUTIIBLATBILLT8LEL DU (Guest OS)

o) wanmtasdusknIuBeaenla(EXS) Ndaies laaaud

(vSphere Client)

File Edit View Inventory Administration Plug-ins Help

4] ‘Eﬁ Home b gf] Inventory b [l Inventory |
& @

localhost Jocaldomain VMware ESXi
Summary - Virtual Machines | Re:

close tab [X]
What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

‘You can add a virfual machine to a host by creating a new
one or by deploying a virtual appliance.

Host

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operafing system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.

>
wSphere Client
Basic Tasks

5! Deploy from VA Marketplace

@ Create a new virtual machine 5 et I

~| Learn about vSphere

Manage multiple hosts, eliminate downtime, load
balance your datacenter with viotion, and more

=| Evaluate vSphere

Recent Tasks Name, Target or Status contains: » Clear X
Name [ Target [ status [ Details | Initisted by | Requested Start Ti...< | Start Time | Completed Time |

¥ AutopoverOn B 1921682541 @ Compleed roct 2232556 22:28:27  22[3/255622:28:27  22{3/2556 22:28:27

|97 Tasks | |Evaluation Made: 60 days remaining |root Z|

M G wanamtanslusinsudieadnlaEXS) Mudaies laaous (vSphere Client)
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oo AI9819NI5NNUAAIEMIU Virtual Machines VMware
o) Woadlusunsuuazdanisldnuizusnglusunsufning o

Bl YMware Workstation

© File Edit Wiew WM Team ‘Windows Help
- nn e i BGR(D0E @8
« [ IR

Yhware Workstation

Favorites

WMware Waorkstation allows multiple standard operating systems and their applications ko
run with high performance in secure and transportable virtual machines, Each virtual
machinge is equivalent to a PC with & unique network address and Full complement of
hardware choices.

2le
O\
Click this buttan to create a new virtual machine, You then can inskall
and run a variety of standard operating swstems in the virtual machine.
Pew Yirkual
Machine
e}
o 1 Click this buttan to create a new team, ¥ou then can add several virtual
D machines and connect them with private team LAN seqments,
D.
Mesw Team

Click this buttan to browse for virtual machines or teams and ko select
one ko display in this panel. You then can interact with the guest
operating system within this display as vou would a standard PC.

Open Existing
WM or Tean

MNT o RUNEUBIlUSHATY VMware
) WeadlUsunsutadanarlnasis VW] Ieaideandt Menu File > New >
Virtual Machine mIUAIN: o -oc Wa29elauntinmg Welcome aMUATNA o -o&

B} YMware Workstation
: | Edit  Wiew WM Team ‘Windows Help

[=1eN Wirtual Machine... Ckrl4+R | [
CIpEn. .. Chrl+0 Team. ..
Fl Import...
Wind
Close Chrl+t nee
Workstation
Exit rkstation alloves mulkiple skandard o
h performance in secure and transp

| rnarhine ic aanivalent FaoA B bk & DRiane netk

MNN e N158379 Virtual Machine T
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Mew ¥irtual Machine Wizard

Welcome to the New
Virtual Machine Wizard

Thiz waizard will guide pou through the steps of
creating a new virtual machine.

< Back E_ﬂez-:w J[ Cancel

NN o U9 Welcome Windows

m) LOININNIIEA1IS Welcome  Windows n@ Next 1011169
Appropriate Configuration 31n%uNA Next

MNew Yirtual Machine Wizard

Select the Appropnate Configuration
Howw wiould you prefer to configure vour niew virtual machine?

Wirtual machine configuration

Create a new wirtual machine with the most commaon devices and canfiguration
optionz. Thiz wirtual machine will not be compatible with W Mware ESX Server
2.8, 35X Server 3.k, ACE 1% or Workstation 4.x.

() Custom
Choosze this option if you need to create a virtual machine with additional
devices or specific configuration optionz, or if you need to create a legacy wirtual
rmachine,

[ < Back ]L Mext = ][ Cancel




1%

New Virtual Machine Wizard g|

Select a Guest Operating Spstem
Wihich operating systen will be installed on this virtual machine?

Guest operating sypstem

() Microsoft Windowes

() Linux
() Movell Metware

() Sun Solariz
() Oither

Werzion

| L buintu W |

[ < Back ” Hext » l[ Cancel ]

AW & N191EN Guest Operating System %38 OS 71ADIN158

@)  Tupauildunisiden 0S Ndsnisasrtadu VM nelupSes Beaznnaau

I A oA 2 Y v o A XY . . a o & a
Msaudu Ubuntu o.e Wialdanasawaindesnatalinu Virtual Machine N19zas1auwaziaany
Wulndues VM Tae Default %Lﬁ‘ua'&qjﬁ C:\Documents and Settings\xxo\My Documents\My
Virtual Machines wagufiazidaniAulinduaiunmg v 1o next sialuAazdunisiinunan
294 Disk M904n15171 VM 19lae Default 22t @ GB wpagiinualmdu & GB auvuInnsiy

U AIUNNA o

MNew Yirtual Machine Wizard

Mame the Yirtual Machine
What name would you like to uze for this virtual machine?

Wirtual machine name
|LII:uuntu 610 |

Location
|E:WitualMachine'\Uhuntu B0 | [ Browse...

¢ Back ][ Mewt » ][ Cancel
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= & = o s
New Virtual Machine Wizard f5__<|

Specify Disk Capacity
Haw large do pou want thiz disk to be?

Disk capacity
Thiz virtual disk cat never be larger than the maximurn capacity that vou set here.

Disk size [GE]:

[ Allocate all disk space now.

By allocating the full capacity of the virtual dizk, you enhance perfarmance of
wour virtual machine. However, the disk will take lohger ta create and there must
be enough space on the host's physical disk.

If pou do not allocate disk space now, yaur vitual disk files will start small, then
become larger as you add applications, files, and data to your virtual machine.

[ 5lit digk into 2 GE files

’ < Back ” Finizh l[ Cancel ]

U

AT oo NISAIMUAAIYDY Disk Ndpan sy Virtual Machine

4 o o X £% < Y = v = a o -
&) WeRALUasulaIIUEINLNAULN Menu ATUFINAININT oo 11190
AarsAulalaenisidenluf Edit virtual machine setting Avzid1dntingne Virtual Machine
Settings AN NN o

Ubuntu 6.10 - Vidware Workstation

File Edit Wiew WM Team Windows Help

(mm >  BGHE (D688 (D.

Favarites
&1 Ubuntu 6,10

{51 Ubuntu 6.10

Ubuntu 6.10

State: Powered off

Guest 05: Ubuntu

Configuration file: C:\vitual MachineiUbuntu 6, 100UbuRED, vz

Yersion: Current wirtual machine for YMware Workstation 5.5.1

Commands Devices

D Start this virtual machine Mernory 192 MB

[Ib Edit virtual machine settings = Hard Disk (SC5I 0:0)

@ Clone this wirtual machine %CD'ROM (IDE 1:0) Adto detect
E@ethernet Bridged
@USB Controller Present
@) Audio Autbo detect
8 virtual Processors 1

MNotes

Type here to enker notes For this virtual machine

ei v ) A v & Y
AN & KU1 Menu BN VM Ld3Lkan



Yirtual Machine Settings

| Optiars

(X)

Device
Mermory
&3 Hard Disk {5CSI0:0)
5 co-Rom (10E 1:0)
BB ethernet
@ USE Contraller
@) Audio

&8 virtual Processors

SURMAary
192 MB

Auto detect
Bridged
Present
Auto detect
1

Add.. Remove

temary

Specify the amount of memary allocated to this wirtual
machine. The memory size must be a multiple of 4 MB.

temary far this virtual machine:

4 P 768

£ Guest 05 recommended minirmun: 32MB
£ Recommended memory; 192MB
A& M awimum recommended memarny: 284mB

[Memory zwapping may occur bepond this size)

[ QK H Caticel ” Help

AN & RUEINS Edit virtual machine setting

~cd

o) me1aves Edit virtual machine setting L513gwuIIRUNTAINABINTS

=1 dl' 1 £ = 1 d‘ [y el‘ v 1 =
whlvaziduseeegnidreowasAfauisauudsulaagegnisniie
USulasuansauwisyad VM 19 o a81970

® Memory = RAM 71 Host #aenisuuslss vm 14

o Hard Disk = {un1suis Hard Disk vean3esiuiu Disk 209 VM

Virtual Machine Settings

Hardware | Options

X

Device

5 Mernory

(25 co-rom (IDE 1:0)
EBEthernet

@USB Controller

Qi audio

B8 virtual Processors

Summary
64 MB

Auto detect
EBridged
Present
Ak detect
1

Add... ] [ Bemove

Dizk file

| Ubuntu, vmdk |
Capacity

Current size: J20KB  Spstem free: 5.94 GB
b aximum size: 2.00 GR

Defragment

Dizk information

Disk space iz not preallocated faor this vittual disk.
Wirtual disk contents are stored in a single file.

[ k. H Cancel ” Help

|

ATl wee WA Setting Tuduvas Hard Disk

o BIC R RGN



3099 (Host)

panalul

\n3eeHostlae ip ves VM Mldauasiluauay ip fulAIesHost wazaunsavinlilAIeInuLAIes

o) CD Rom =

Virtual Machine Settings

Hardware | Options

@D

CD Rom %89 VM tilel# VM anansaldaru CD Rom #iegd

Device
Memary
ard Di

EBEthernet
GUSB Controller
i andio

88 virtual Processors

Summary
&4 MEB

Auko detect
Bridged
Present
Auko detect:
1

Device status
Lonnected
Connect at power on

Connection
(%) Use physical drive:

|Aut0 detect v

[] Connect exclusively to this vitual machine
[ Legacy emulation

O Use 150 image:

| Browsze. .
Mirtual device node
@]
@ |[IDE 1.0 CDROM 1 v
[ oK ] [ Cancel ] [ Help

3

AT @00 Mg Setting Tuduwes CD-ROM

<) Ethernet = LAN card v83 VM 1Jun1sivunguuuunisnessuy Network

(@) Bridged Jun1sde LAN card wes VM eenlufl LAN card w84

auieglu Network anansafiasiefiu VM insesilla
(o) NAT adnefiun1sealuy Bridge WA ip 909 VM fideoanluiinu

uoniAIBsRBNRImesABlAsIduIrLaady ip WeatulAsSosHost

() Host-only tJunsaeldeuaniz VM fuiasaaHost Lvintu

(@ Custom Wun1sidannisisusaiuszuy Network neusnlungel

N1 LAN card 189919 VM wazw@3aaHostrane card

Virtual Machine Settings

Hardware | Dptions

X

Device

Memory

I Hard Disk (5C51 0:0)
25 co-Rom (1D 1:0)
S Ethernet

@USB Contraoller
i) audia

ﬁ wirtual Processors

Summary
64 MB

Using drive G!

Present
Auto detect
1

Device status
Connected
Connect at power on

Metwark conhection

() Bridged: Connected directly ta the physical netwark
(I NAT: Used to share the host's P address

(O Host-anly: & private netwark shared with the hast

() Custom: Specific vitual netwark

I 0k H Cancel ” Help I

NN @oe RUIENY Setting TudIuwe Ethernet
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«) USB Controller = 1dumsimunli VM anunsaldeugunsel USB fivh
nssanunluszuulmdelinsdeaunsalidnunnias Host

Virtual Machine Settings

Hardware | Dp[ionsl

X

Device
Memory
3 Hard Disk (SCSI0:0)
25 co-rom (10E 1:0
BB Ethernet

1 ISE Controller
1) audia
) virtual Processars

Summary
64 ME

Using drive G:
EBridged
Present

Auko detect

1

Add... ] [ Remowve

Connections

Automatically connect new USE devices to this virtual
achine when it has focus.

[ 0k H Cancel H Help

ATl @olo Eng Setting ludauwes USB Controller

®0) Audio = tun1sivualy VM 19 Sound card v99 Host

Virtual Machine Settings

Hardware | Dptians |

Device
Memory
= Hard Disk (3C51 0:0)
&y co-rom (IDE 100
BB Erhernet
@USB Controller

B8 Yirtual Processors

SuUmmary
&4 MB

Using drive G:
Bridged
Present

Auto dekect

Device status
Connected
Connect at power on

Connection
() Use default host sound adapter
() Specify host sound adapter:

Add. ] [ Bemaove

[ ak. ][ Cancel ][ Help

AN @om RN Setting Tudruwes Audio
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o®) Virtual Processors = 1Wun1SAInuaAI@aani1shi VM 3 Processor (CPU)
=y

AgualtlunisUseuianalianad@auni1sigauwuyU Multi-Processors

Virtual Machine Settings E\
Hardware | Options
Device Summary :'DCESSO? ®o
umber of processors:
Mermory &4 ME g S
& Hard Disk (501 0:0) Qlwa
By co-rom (10E 1:0) Using drive G:

BB Ethernet EBridged
QUSB Contraller Present
i) audio Auto detect

Wirkual

A,

[ OF. H Cancel H Help ]

A eoc RUIWNN Setting Tuduwes Virtual Processors

Y ]
~ )

mlo.e N15USN15taeldszuuusnisannisnisanaulaBanuin (Executive
Information System: EIS @1uUn1sWAILTAL)
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(Executive Information System-EIS) W1un14 Virtual Machine Hagn1suUIHITIZUUNIUNG
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(Web Application) Tuusazlusunsudldnuaiunsaidnia song wagduaudaya Hun1aans
Buwesiin 3o au1svlvu (Smart Phone) 16t

@) ATMNTINVBITLUU (System Overview)
Wun15a5unefenInsinvedn1svinaIuuessuuABNRiIABI ST UUNNS
Umsdanisnisdnaulaideiuil (Executive Information System-EIS Funsiauiaw) ndou
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GIS Admin Intern et
{E xisting ) Firevall

(Existing)

Switch
(Existing)

Load Balance

i
4 . 1
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|

: |
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ing} (M ew) :

|

I
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I

|

1
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1

I

I | e |

Virtel Seners1 Ve Sene 3 4 Virtuel Seneer 73

Client

{E xisting)
Intemal Zone |

A -
PPlatfom - HP DL 38057 Whoows  Pia tiorm - HP 02000 Piatiomn : Whdows Saner 2005 [Plationm : Widows Senser 2003 Brand - A10 AX1030
Sener 2003 R2 E 4 ob) Standand Harddlisk - SATA ZTS x 10unls RZ (54 by Randard Edfbn RZ2 B4 bE) Standad EdRlon
Edtion Ineface - CAS OPU - Infiel Xeon X356 50 2 665HE CPU - Infel Xeon 55643 338
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{E Coms) MemoTy - 32 GE Memon - 16 GE
Memory - 24 Hardgisk - 2TS X & Unks Harddisx - 1TEx 4\Unls
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Harddisk - 2T x SUnfs

AN ®o& AMNTINVBITZUU (System Overview)
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INAINITIUYDITEUVUTNITIAN19A15An AUl TINUN (Executive

Information System : EIS snun1siaufiau) Ussnause
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) N5lEUNILlUsunSUVMware vSphere Client
b.@) Login ¢e User : root / password

&) ¥Mware vSphere Client

vmware

VMware vSphere”

(Client

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IP address or name of a
wiZenter Server,

1P address [ Mame: |1u,1.1,124 j
User name: Imot
Password: I********|

I Use Windaws session credentials

Login I Close | Help |

AT @ob WIEI9NT Login SzUU EIS

blo) 2NTUlUT Basic task > Start vm laeidawA3es LDDMAPo®),

LDDWEBo® fNUa16U

% 10.1.1.124 - vsphere Chent

Fle Edt Yew Dvevtory Adwrilistion Pugie Hel
K3 Bl &y vome b gF tventory b1 Inwentory
mup &E o ke e

B EEEE LUDMARDL

B LoOWEEDE -+ Alocation .| Performance . Events.| Consoks

i LBOWERR?

clusw tab [£

What s a Virtual Machine?
ANrual maching i3 a software computer that, like 3

Virtual Mashines o[ a0
phrysical computer, runs an operating system and "‘\I'Q
applicatons An aperating system instali=d on a virtual n
maching |s called 3 guest operating system
Decause every virtusl maching |s an ksolsted computing (l\\

ervironrment, you can use virllual machines as deskiop or Ty
wOrkstahon environments, as teshng environments, or to = Husst
consolidate server applications.

“irtuzl machings run on hosts. The same host can run - &
iy virtual rachines L] <.
Basic Tasks wSphere Client

@ Shut down the virtual machine

00 Suspend the virtual machine

{3 Edit virtual maching settings

AN eoe NS Start vm SEUU EIS
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©.em) 7303 Database WalUswnTH VMware vSphere Client 9101

Login fe User : root / P@ssword

LDDWEBo fNUaIAU

¥ 10.1.1.28 - vSphere Client

¥Mware vSphere Client

vmware

VMware vSphere
Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a

vCenter Server.

IP address [ Mame: Iw. 1.1.28

=

User name: Jroat

Password:  —

I Use Windows session credentials

Login

Close | Help

AN @o= NUIHNTT Login U EIS (b)

o.&) ntilUR Basic task > Start vmlpg@aiedes LDDMAPo,

File Edit WYiew Inventory Administration Plug-ns Help

a E |E} Home b gf] Inventory [ [El Inventory

nr oo GBI P

= @ 101128
(f LOOMAPD2
{3 |LODWEBD2

) webZ

LDDWEBDZ

Description

7|
7|

& & &&

&

Wirtual machine on esxi02,cdg.co.th is powered
on

Message from esxi02, cdg.co.th: Install the
WMware Tools package inside this virtual machine
. After the guest operating system starts, select
WM = Install Viware Tools... and Follow the
instructions.

Virtual machine is starting

Virtual machine on esxi02.cdg.co.th is powered
off

Virtual machine on esxi02.cdg.co.th is powered
an

Message from esxi02,cdg.co.th: Install the
WMware Tools package inside this virtual machine
. After the guest operating system starts, select
WM > Install Wiware Tools. . and Follow the
instructions.

Virtual machine is starting

Event Details

@ @ Q0@

info

info

infor
infor

infor

infor

infor

| Date Time = | Task

10/10§2013 4:45:03 AM

10/10§2013 4:45:03 AM

10/10§2013 4:45:02 AM
10f10§2013 1:26:26 AM

10/10§2013 12:25:01 AM

10/10§2013 12:25:01 AM

10/10§2013 12:25:00 AM

P ®ox N13 Start vm 58UV EIS (&)

o
o

P B 99

| Target

LDDWEBDZ

LDDWEBDZ

LODWERDZ
LODWERDZ

LODWERDZ

LODWERDZ

LODWERDZ

User
rook

rook

root
User

root

root

root



o) NISUALATEY IWiN1N15 Shutdown LASBIAINAINY F19i)

m.®) 1113 Remote Desktop #38LUa Console W11 VMware vSphere

Client ﬁLﬂ%‘laﬂ Web Server #e Lay Web Server #o ﬁ]’lﬂﬁuﬁﬂ Shutdown

mlo) 1115 Remote Desktop #3alUn Console WU VMware vSphere

Client 1304 Map Server #elleiz Map Server HoaNTUAI Shutdown

m.m) TikA3eq Database \UalUswnsH VMware vSphere Client 911t

Login e User : root / password

To directly manage a single host, enter the IP address or host name.
To manage mulkiple hosts, enter the IP address or name of a
yCenter Server,

1P address | Name: |1|:|,1.1|124 j
User name: Im':'t
Password: I******w|

|J-_-T,J ¥Mware vSphere Client

vmware

VMware vSphere™

Client

I Use Windows session credentials

Login I Close | Help |

A @@o RUININNT Login 55U EIS (m)

n.@) NNUUAANYINN “@0.0.0.0bc” t@an Shutdown e Shutdown

583 Web / Map Server

[ 10.1.1.124 - ¥Sphere Client

File Edit View Inventory Administration Plugrins Help

3] ‘E} Home b g Ivwentory b [l Tnventory

+
5 &
BOL 2 e vitusl Machine. . Cri+h , 5.0.0,469512
& NewResource Podl... O mmary | Virtual Machines | Resource Allocation | Performance | Configuration |
B Enter Maintenance Mode

Add Permissian. ..

Rescan For Datastores...

P

Lter that uses virtualization sofbware, such Virtual Machines

SHP o run virtual mackings. Hosts provide the

@ shut Down
[

resources that virtual machines use and

Reboat

Report Summary.

Report Performance. ..

Open in New Window, .. Ctri+-Alk+N

ines access to storage and netwark

irtual machine to a host by creating a new
ing a wvirtual appliance

to add a virtual machinge is to deploy a

Recent Tasks

wvirtual appliance. A virtual appliance Is a pre-huilt virtual
machinge with an operating system and software alreacy
fmraHFri A new virhiial marhine will need an nneratinn

‘

Name, Targst o Status containg: ~ Clear X

Name | Target | Status | Details | Initiated by | Requested Start Ti... = | Start Time | Completed Ti
4| | il
[#] Tasks | oot
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on.&) 7303 Database WalUswnsy VMware vSphere Client 910t
Login fe User : root / P@ssword

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [ Name: |10. 1.1.28 =
User name: Jraot
Password:

Mware vSphere Client

vmware

VMware vSphere
Client

I™" Use Windows session credentials

Login Close | Help I
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\A399 Web / Map Server

%) 10.1.1.124 - vSphere Client

Flle Edit View Inventory Admiristration Flug-ins Help

‘@ Home b 5] Inventory b [l Inventory

+
5 &
10.1.
B [oLf G5 New virtusl Machine... Chrl+h ) 5.0.0, 469512
& New Resource Pool... Crho mmary | virtual Machines | Res:
B Enter Maintenancs Mods
Rescan for Datastares. ..
o - 7 uter that uses virtualization software, such
G ke Sitea? to run virtual machines. Hosts provide the
@ Shut Down resources that virtual machines use and
B Reboot ines access to storage and netwark
Report Summary... i
irtual maching to a host by creating a new
Repart Performance. ..
ing avirtual appliance
Open in Mew Window. .. Ctrl+Al+

Recent Tasks

to add a virtual machine is to deploy a
wirtual appliance. A virtual appliance is a pre-huilt virtual
machine with an operating systerm and software alreachy S

3 rﬂ‘ifﬂ“F‘F‘ A new virtial marhing will neei an nneratinn | ﬁ

Hame, Target or Status contains: = Clear %

Name

<

Target

Status | Details | Tnitiated by~ | Requested Start Ti... = | Start Time | Completed Ti

| i

[ Tasks |

Storage HP Doboo

oot 4
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&)  VURBUNITUIWITINNIITZUY (Operating Procedure)

Web Server # 1

Web Server # 2

LDDWEBD1 LDDWEBD2

Vileb Map # 4 Vieb Map #2

LDDMAPOL LDDMAPD2

LDDDBO1

PN @ec NINNITANSNULUDIHUYDITEUU

meluedos Web  Server azUsznaulusne b dau e Web
application ez SOM(ArcGIS ServerObject Manager) Fa SOM aziiniiinessunisdedve Map
Service 911 Web application mﬂﬁ?u%dqsi’fayjaﬁlﬁ%’umlﬂﬁ Map Server aeluiA3es Map
Server 98l SOC (ArcGIS Server ObjectContainer) 585uUsua1n SOM Wiolgsunufiazynms
Uiumama‘lmsmﬁﬂﬁﬁamaLLmumu Database 9 ntusdsundulum SOM Wiadsnaulus Web
appUcatlon aﬂﬂiwm LLaviJLﬂia\‘i Load Balance d1viunszansanun3as Web Server ‘VNEIEN
ouUin1sEnsieuveA3os

&.0) 8151UN1S Stop / Start Service iowdlunsdliiatgmlunis
THuszuvaniildeSurefmannisiauvesszuulings uanddidiuil Service mm‘lmmav
Lﬂi’eNiJﬂ’]S‘VI’N’mL“U’emIEJ\‘iﬂUE)EJ Fesfoafidrdiuluns Start / Stop Service Fafiddusail

&.e.0) N13 StopService
- Stop Service “ArcGIS Server Object Manager”
1383 Web Server 17?@ b 1509
- Stop Service “ArcGIS SOC Monitor” IGERY Map
Server ‘1713& 5] Lﬁ%aﬂ
- Stop Service “SQL Server (LDDDB)” IGERR

Database Server
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Server 919 b LAY

<.@.la) N3 StartService

«D

Start Service “SQL Server (LDDDB)” ‘ﬁlm'%la\‘i

- Start Service “ArcGIS SOC Monitor” 3o Map

- Start Service “ArcGIS Server Object Manager”

WM589 Web Server 114 b 1A5849

[

&
JU

%3, Gervices (Local)

Select an ikem to view its description,

Start Service

&, Services (Local)

Select an item to view its descripkion.

<o) 35n151UN1S Stop / Start Service Tuudaziadas is1uaziden

<lo.o) W383 Web Server # o uaz Web Server # o U7l
Services MNUUAANYINAICGIS Server Object Manager, World Wide Web Publishing
ServicellaaLdian Start Lie Start Service %58 Stop Li® Start Service

MName 7/ | Description | Status | Startup Type | Log On As |

Application Managemenk Processes ... Maral Local Svstem
%F\rcGIS License Manaqer Started Automatic Local Svskem
%.ﬁ.rcGIS Seryer Objeck Manager Adminisker,.,  Started Aukomatic NArcalss., ..
sﬁ.ﬂwcGIS S0 Manitar Manitars 5., Started Aukamatic AArcGISS0C
%F\SP.NET Skate Service Provides ... Manual Metwork 5.

Anikarnabic L indakee Friahlas Fh Mizahlad I mral Sueckamn
S World Wide Web Publishing Service Provides W,., Started Automnatic Local System
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o) \A38d Map Serverffe Way Map Server #o U7
Services NAUUARNVINAICGIS SOC Monitor Laalaen Start Lie Start Service %39 Stop e

Mare 7/ | Descripkion | Status | Startup Type | Log On As |
Application Management Processes i... Manual Local Swsterm
%ArcGIS License Manager Started Autornatic Local Swsterm
%ArcGIS Server Object Manager Administer,,.  Skarked Aukarnatic NArcEISS. .
%ArcGIS SCZ Manitor Monitors 5., Starked Aukamatic SAREGISSOC
B ASPNET State Service Provides s.., Manual Metwark 5.,
%ﬂ.l ibarnatic | Indabas Friahlaz Fh Micahlad 1 mwal Suwckarn
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alo.en) \A384 Database Server WUfl Services 21ntundnuind
SQL Server (LDDDB) waaidon Start Lie Start Database 139 Stop i@ Start Database

%, Services (Local)

Select an item to view its description, Mame | Descripkion | Status | Starbup Type | Log on As |
SQL Active Directory Helper Ser... Enablesint... Dizabled Metwork. 5.,
0L Server (SQLEXPRESS) Provides st,..  Started Automatic Metwork. 5.,
aM?@SQ_L server Agent (SOLEXPHEESS)  Executes ... Lusabled Mebwork. 5.,
%SQL Server Browser Provides 5... Disabled Local Service
%SQL Server VS5 Wriker Provides th... Started Aukomatic Local Swstem

AN eeel N3 Configuration S¥UU EIS (a)

<.m) N15IANTS Map Service #1U ArcGIS Server Manager
<.an.@) :Un Web browser AU URL http://<lddweboe
wsalddwebolo>/arcgis/manager 9101 Login #e User / Password : Administrator /
@ldd#adm

m

User name: |\administrator

Example: Domain\Userame

ArcGIS server: |LDDWESO01
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&.olo ﬂmg@ﬁu%’w \d8n Services> Manage Services 3%
U5In2)318n15 Service sagy

Help | Logout

Manage Services

& publish 2 GIS Resource | I? Add New Service

Manage Services Services in: |LDDWEE501 (root) H; Manage Folders
Publish GIS Resource
AN (¥) start | () stop | () Pause | @) Restart | €} Delete
KML Network Links
OGC Services
Settings

<=1-10o0of 21>>

Instances lrg s
Name Type In U: Risturiiii Permissions Edit

o

Geometry
Service

®
O

Geometry 0/2

A

Applications
Idd_basemap Map Service 0/1

8 &
oo

LDD_BASEMAP_CACHE Map Service 01

LDD_Export Map Service 0/1

=]
]

Geoprocessing
¥ 100 export i 01

]
O

GIS Server Status

LDD_HYBRID_CACHE  Map Service 0/1
Iddweb01
Online
3/21/2012 3:23 AM
Messages: View

3 a—

Map Service 0/1

Map Service 0/1

ooE
PRRRRRe R P
DRNNN (RS

O

LDD_MOBILE Map Service 0/1

A eee 113 Configuration S¥UU EIS (&)

<.on.en) MMNUUIANUAIT0F9 Stop,  Start, Restart, Delete
way unlw Map service

Help | Logout

Manage Services

o  da
[ANIT Service NLAAN

Manage Services i il = - e Folders

T
Publish GIS Resource
Add New Service ) start | @ stop | () Pause | @)

KML Network Links
OGC Services
Settings

]
E—

M
LDD_RASTER_CACHE 0/1

Instances

{In Use/Running)

Name

8
H
m
18

la
(=] LDD_NDW_QUERY 0/1

LDD_PLM 0/1

GIS Server Status

Map 0/1

'
v

MName: Iddweb01 A i
S e WaaN Service NANBINIT o/t

Started: 3/21/2012 3:23 AM ) P )
Pl i LDD_s0IL Hep o Startsd AANNALT LAl Service

E—

BLSISIRIN Y Y
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&) Backup and Restore
a5u1efeIsn1sd1sedteya Database  d1583s2UUUURN1SVRUATOS
Web / Map Server Lagion15d13e9Configure file Uaswndlas ArcGIS Server fiail

€.0) IUNDUNITE319 Schedule d1915UBackup Database
¢.0.0) WalUsuATy “Microsoft SQL  Server Management
Studio” 1 Authentication @an “Windows Authentication” @30 W 9 nHuAdn Connect

soft SQL Server Management Studio

t View Debug Tools Window Community Help

PR Newouey | [y |5 B B |5 H & |5

¥ Connect to Server

? §“6°I'f Server2008r2

Connect~ 32 B8 m T F §

Servertype [Patabase Engine =l
Server name:
Authentication [Windows Authentication =

User name: [LoD-vi Admiristrator =l

Password [

™ Rememberpassword

Help

Ready

AT oloe N3 Configuration S¥UU EIS (s)

&.0.l0) NNUULUN Management > Maintenance Plans WaIAAN
271 188n “New Maintenance Plan...”

'-.._:. Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Community Help

e New Query | Dy | 5 8 (3 | Oy |5 H & | )
o 1 x

xplorer

comect- % %3 m T @5
= La LDD-VM (SQL Server 10.50.1600 - LDD-VMVAdmini
[l Databases
[ Security
[ Server Objects
[ Replication
= [ Management

Data-tier Applications
Folicy Management

Data Collection

Resource Governor
[} aintenance Plans
(L3 QL server Logs New Maintenance Plan...

*
3 Database Mail Maintenance Plan Wizard

HEEE

Distributed Transg
3 Legacy View History

& SQL Server Agent
Reports

Refresh

Ready

ATl ololo N3 Configuration 58UV EIS (<)
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Co.)  AITBINUUAGN OK

@00

Mame:

Hew Maintenance Plan

IEad-:up

AT elom N3 Configuration S¥UU EIS («)

R Microsoft SQL Server Management Studio
File Edit View

Project  Tools  Window

'leeruary\[t,lE&@m\DU\EH

Connect ~ 3} B eTSH
El |3 LDD-VM (SQL Server 10.50.1600 - LDD-VM\Ad =
[# [ Databases

® [ Security

[#l [ Server Objects
# [ Replication

5 3 Management

) & Data-tier Applications
=

¥ Policy Management
1 [ Data Coliection
3| Resource Governor
1 Maintenance Plans

1 B Emeime tnnn

o

I Pointer
Lgﬂ Back Up Database Task |
|4 Check Database Integrity Task
[ Execute SQL Server Agent Job Task
2/ Execute T-5QL Statement Task
[, History Cleanup Task
"% Maintenance Cleanup Task
&, Notify Operator Task
4y, Rebuild Index Task
2, Reorganize Index Task
i hrink Natah:

Tack

Commurity

€.6.€)

sutianani“Back Up Database Task”agUsngasnn

_lol x|
Help

i | B g

Backup [Design]* | - X

iz add subplan [ < |l 7] | i Manage Connections ... ~ [ | [} Servers .

Name |Bad¢up

Description I ﬂ

Subplan | Deseription [ Schedule |

Subplan_1 Subplan_1 Mot scheduled (On Demand) ||
Back Up Database Task

Backup Database on

Databases: <Select one or more:-
Type: Full

Append existing

Destination: Disk

Backup Compression (Default)

!

Ready

ATl oo M3 Configuration 5¢UU EIS (e0)

File Edit View Project

Connect ~ 3} e T :5

Format

€.6.&)

Microsoft SQL Server Management Studio

Tools Window  Community Help

Qvewcuery | Oy | 3 3 | O3 |25 i B

AANYITINgeU “Back Up Database Task” \den Edit

[l Databases

[ Security

[ Server Objects

[ Replication

[= [ Management

74 Data-tier Applications
Policy Management
Data Collection
3 Resource Governor

E Maintenance Plans

1 00 Cmenime Imme

[

=] Ld LDD-VM (SQL Server 10.50.1600 - LDD-VMAdi &

Servers ...

b Pointer

[ 2 Back Up Database Task

|+ Check Database Inteqrity Task

2 Execute T-5QL Statement Task

[:5] Execute 5QL Server Agent Job Task

AT olod N3 Configuration s¥uU EIS (ee)

Backup [Design]* |
14 Add subplan [z | B 7] |l Manage Connections ... ~ (3] |
[
Name |Badcup | Edit...
Description I Disable
Subplan
Subplan_1
Zoom ¥
# cut
T .
_>l_I -3
Back Up Database Task -8
Backup Database on
Databases: <Select one or more > X Delete
Type: Full q ——
| Append existing
Destination: Disk Select Al
Backup Compression (Default)
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LAy sde 91NUUARN OK

E! Back Up Database Task x|
Connection: ILocaI server connection j New
Backup type: IFuI\ j
Database(s): I <Select one or more> ll
Backup component
¥ Datshase
! Files and filegroups;
l Backup setwill expire: " Allcatabases
E)ohe;  System datab
stem databases
£ Gn ¥
. _ All user databases (exduding master, model, msdb,
Backup to: & Disk  Ta 'a e
" Back up databases across
@ These datsbases: a |
¥ LDD -
™ master e |
™ model
™ msdb LI Ents |
If backup files exist: -
¥ Create a backup file for e r Ignore databases where the state is not online
I© createa sub-directory
Folder: IC_ ade || ..
Backup file extension: K I = |,
™ Verify backup integrity
= Back up the tai of the log; endleave the datebzse in the restoring state
Set backup compression: IUse the default server setting j
(64 | Cancel | Wiew T-50L | Help |

RN
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®006)

7l Backup type \Aen Full 7 Database(s) \&en LDD

o) NUU AFAYY “.7 UTINVITANegeENIeRIuTILiNe
deniiulng Backup Wlaidenlanaindn OK b Ase

x|

|
| emerr JLocal server connection =l Mew,
Backup type: [Fun =
i Database(s): I Spedific databases LI
Backup component
%) Database
£~ Files and filearoups: I _I
I Backup set will expire:
& After 14 = days
ion 10/ 4/ 2555 =
Backup to: {* Disk ¢ Tape
" Back up databases across one or more files:
fiddl,,

Remove

Cantents
|

If backup files exist: I»‘«ppend

* Create a backup file for every database

[© createa sub-directory for each database
Folder:

IC:\Prcgram Filez\Microsoft SQL Server\MSSQL10_50.MSSOLSERVER\MSSOL \Backy E
Backup file extension: hak

r Verify backup integrity

= Back up the =i ofthe log, andleave the database in the restaring state

Set backup compression: | Use the default server setting

oK I Cancel View T-5QL

Locate Folder - LDD-!

Select the folder:

e C
{1 SRecycle Bin
+-{ 1 arcgisserver

3 inetpub

-4 Perflogs

ELj Program Files
#-[ ArGIS

{3 Common Files

{23 Intemet Explorer

{3 100
&3 20
B3 %0

B3 M5SaL

Selected path

¥4 Documents and Settings

{1 Microsoft Analysis Services
{3 Microzoft Help Viewer
=-[3 Microsoft SQL Server

=3 MSSQL10_50.MSSQLSERVER

#-3 Upgrade
-3 Microsoft SQL Server Compact Edition

[

IC “Program Files\Microsoft SQL Server\MSSQL

cos

4
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&o.c) AUUARANTI  Subplan e

o

gUsngunegegdiagy

K. Microsoft SQL Server Management Studio

_al x|
Fle Edt View Project Format Tools Window Community Help
i 1] New Quer {ay ) £ -
§ L NewQuery | [y | £ oy 5 | L | 15 I | o
Backup [Design]* | - X
= 3 B =
Comect” @ E3 m T & i Add subplan [ < | FH 7] | 3 Manage Connections ... ~ [ | & Servers ..
) | gh LDD-VM (SQL Server 10.50.1600 -LDD-VM\Adi+
[ Databases Name [packup
[ Security Description =
[ Server Objects =
3 Replication e {Irr——— Tean T
= [ Management - - —r—
F, Data-tier Applications £ subpian_1 Subplan_1 Mot scheduled (On Demand) ] _é‘
Policy Management
Data Collection
| Resource Governor [ Subplan Properties =]
[ Maintenance Plans
M P el Corune |nan hd
4 | 4 Back Up Database Task
ck up se Tas Name: bplan_1
-3 Backun Database on Local server co... ubpion_
| Dotebases: LoDsde
R Pointer _:[ﬂ Type: Ful Description: [Subplan_1
2] Badk Up Datmbase Task | ;W:"dﬁem'g‘:k
| Check Database Integrity Task a:;qT: Ccnrr;pr‘auion (Default)
23 Execute QL Server Agent Job Tack Schedue:  [Not scheduled (On Demand) ==
% Execute TSQL Statement Task =
|, History Cleanup Task -
m_ Cancel
8| Maintenance Cleanup Task
& Notify Operator Task
42 Rebuid Index Task
2, Reorgarize Index Task
|\ Ghrink Natahacs Tack =
Ready 4
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Co.x) VNTHIAIULAZalUNT Backup 901U Adn OK

ob Schedule Properties - Backup.Subplan_1

=10l x|

Name: IEackup Subplan_1 Johsin Schedule
| Schedule type: [Recuming =l Enabled
; Oneime occumence
Date: E?f 3/ 2555 vI Time: I 9:17:03 3:
Frequency
Occurs: IWeeka j
Recurs every: I‘I 3: wesk(s) on
¥ Manday ¥ Wednesday [~ Friday [~ Saturday
™ Tuesday ™ Thursday I Sunday
Daiy frequency
! ' Qccurs once at: ID:DD:DD 3:
" Qcours every: |1 ::I Ihour[s} j Starting at: I 0:00:00 3:
Ending at: E3:55:55 3:
Duration
Start date: /3 2555 =  End date: IE?} 3/ 2555 vI
& No end date:
Summarny
Diescription: Iﬂcn.lrseveryweekcn Monday, Wednesday at 0:00:00. Schedule will be used starting on jl
ok | cameas | wen |
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&.6.00) INNUUAFNY = LNDNINITUUNNNITAIAN LUUDY

l' Microsoft SQL Server Management Studio

Object Explorer Backup [Dsign]‘]
Connect~ &3 49 m T OF

AddSubplan @ X |@ E |ﬁ.Manage Connections ... = |
=) |3 LDD-VM (SQL Server 10.50.1600 - LDD-VM\Adi = |

[ Databases e IBadﬂ.p
[ Security Description
[ Server Objects I
[ Replication
= [ Management fiizkr
Data-tier Applications
Policy Management
Data Collection

Resource Governor

Back Up Database Task
Backup Database on Local server co...

=1 | Databases: LOD,sde
R Pointer ﬁ Type: Full
[ 2 Back Up Database Task | Append existing

Destination: Disk

L} SRR EEE s TR TR Backup Compression (Default)

2] Execute SQL Server Agent Job Task
3 Fxecute TS0 Statement Task

A @mo 13 Configuration S¥UV EIS (D)

b) VUMDUNNT Restore Database
o.@) WalUsunsu “Microsoft SQL Server Management Studio” 7

Authentication @an “Windows Authentication” A9 91nUuAAN Connect

Comect- B B m T @ &

F.. Microsoft SQL Server Management Studio

=1olx|

Fle Edit View Debug Tooks Window Commurity Help

L Newouery | [y | R (B B (O | 5 A & | )

25 Connect to Server

Ready

f ?ﬁf Server2008r2

Servertype: [Database Engine =
Server name. LDD-VM

Authentication |Windows Authertication =]
User name: LDD-VM\Administrator ¥

Password: [

I~ Rememberpassword

Cornect | Cancel Help Options >
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blo) AANYINN Databases 1@on Restore Database...

'-_;:.:,:. Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Community Help

F el Newquery | [y | 25 i 5 | |15 A &5 | &) ¢

Object Explorer

Connect ~ ﬂ !E BT E

= LB LDD-VM (SQL Server 10,50, 1600 - LDD-VMAdmini
[ FDatabases

L Security Mew Databaze...
[ Server Ob|

3 Rreplication Attach...

(3 Managems Restore Database. ..

S0L Serve
& 2 Restore Files and Filegroups...

Start PowerShell

Reports

Refresh
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o) AzUsINgUEEnglnidanIng To database liden Database 9

A8an159¢ Restore 9 Source for restore L@an From device NnHuUAINYL = dtedenlng

Backup
T N o
Seleclipm Ssc,-p{ = Heh
! 2 General
I ﬁomiuns Destination for restore:

| Select or type the name of a new or existing database for your restore operation

Tadalahase [LoD =] |

To a point in time: [Most recent possible: []
Source for restore

Specify the source and location of backup sets to restore:

" From database: =

& Frondevice: )

Select the backup sets to restore:
Restore | Name | Componert [ Type [ Server [ Database | Postion [ First LSN [ Last L5t

Server
LDD-VM

Connection:
LDD-VM\Administrator

4 View connection properties

Ready
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o.@) AdN Add ntudenlna Backup MifeIn159g Restore 1@5auan

Aan OK

x

Specify the backup media and its location for your restore operation.

Backup media: IFlIe j

Backup location:
C:Program Files\Microsoft SQL 5

Server', QL10 B0.MSSQLSERVERMSSO

Remove

i3

Contents

al | i

ok | Comcd | hep |
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©.¢) \Hondayaagyiin1s Restore Anld Backup ¢agu 9 nTiuAdn

OK TUsunsuazi5u911n15 Restore Database AuLa59

o

o 5 Script + [ Help
k General

1 Opi
L& Options Destination for restore:

| Select ortype the name of a new or existing database for your restore operation

To database: JLoD =l
To & paint in time: IMusl recert possible |
Source for restore:

Specify the source and location of backup sets o restore.

" From datsbase | |
* From device: |C:\F‘mgram Files'Microsoft SQL Server\MSSQL10_50. |

Sel ot the backup sets to restore:

[Re store | Name:
[ i LDD-Full Datsbase Backup  Database Ful  LDD-VM LDD

I Companent I Type | Server | Database I Position
1

Server:

LDD-VM

Connection:
LDD-VM'\Administrator

_‘Q_sﬂ View connection properties

Ready
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@) 3301591 Snap shot e Backup 1A389 Web Server wag Map
Server
o.e) TA303 Database \UAlUsWATH VMware vSphere Client 9N
Login @3y User : root / passwordﬁm%‘la\i @o.0.@.0bd 30 Login ¢y User : root /
P@ssword ‘ﬁwﬁ'@\‘i ©0.6.60.9&

¥Mware vSphere Client

vmware

VMware vSphere™

(Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
wZenker Server,

IF address | Mame: |ID.1.1.124 j
User name! Imot
Password: I********l

I Use Windows session credentials

Login I Close | Help |

AN @b UUIHNNTT Login U EIS (&)

U

EAG)) AdNvITl VM fideenisii Snap shot L@®n Snapshot > Take
Snapshot

(% 10.1.1.124 - vSphere Client

File Edit Wiew Inventory Administration Plug-ins Help
|E} Home b gF] Inventory D@ Inventory
" ul> &0 GBI

= [ 1011124 LDDWERD1

5 LDDMAPDL :

(s [LODye==o Getting Started EENEER 5

E} LDD" Power 3 a

Gh Ciin Guest * |Machine?
| Snapshot 4 ‘ 7] Take Snapshot... |
@ Open Consale Rewert to Current Snapshat Virtual Machines A
% Edt Settings. . {{3 snapshot Manager... ual ™

Consolidate

Add Permission. .. Chrl+P

Repott Performance. . fual raching is an isolated computing

Lan use virtual machines as desktop ar Ny
Rename nments, as testing environments, or to k
applications.
Open in Mew Windaow, .. Chr+-AlE+N PP
Rerniove From Invenkary Ln on hosts. The same host can run =
ines ~

Delete from Disk 'i\q .
[ ;IJ

Recent Tasks Mame, Taiget or Status contains: = I Clear X

Mame | Target Status ‘ Details | Initiated by | Requested Start Ti... — | Start Time | Completed Ti
4| | i
|E Tasks | |mot i

AN e@ee N1 Snapshot s¥UU EIS
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o) feteuazld Description 2 nduAAN OK  TUSWATUIZEUNNNS
daLAu Snapshot

[#110.1.1.124 - vSphere Client

File Edit Yiew Inventory Administration Plug-ins Help
ﬁ E |E§ Home b gF] Inventory |> Inevenkary
o el GBS

EREEEERRED LDDWEBD1
{5 LDDMAPOL

s
= Take Yirtual Machine Snapshot
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(Core Switch Configuration)
Current configuration : ebalbae bytes
!
upgrade fpd auto
version eb.la
service nagle
no service pad
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption
service counters max age &
!
hostname Co&ob-CIT
!
boot-start-marker
boot-end-marker
!
enable secret & $e$adymSfwFUsTceuitlgZaOXfFree
!
username technical privilege a& password & omne&maxoxobded
username supong privilege e& password ¢ oxXé¢Fé&BaxaooBao
username ldd privilege e& password ¢ e&eEoFocbamBocao
aaa new-model
aaa authentication login vty group tacacs+ local
aaa authentication dotex default group radius local
aaa authorization exec vty group tacacs+ local
!
aaa session-id common
clock timezone BKK &/
call-home

alert-group configuration

lololcd



alert-group diagnostic
alert-group environment
alert-group inventory
alert-group syslog

profile "CiscoTAC-o"
no active
no destination transport-method http
destination transport-method email
destination address email callhome@cisco.com
destination address http

https://tools.cisco.com/its/service/oddce/services/DDCEService
subscribe-to-alert-group diagnostic severity minor
subscribe-to-alert-group environment severity minor
subscribe-to-alert-group syslog severity major pattern ".*"
subscribe-to-alert-group configuration periodic monthly e« e®:em
subscribe-to-alert-group inventory periodic monthly e« 0&:é¢

ip subnet-zero

I

I

!

ip multicast-routing

no ip domain-lookup

ip name-server ®0.6.6.€

vtp domain LDD

vtp mode transparent

mls ip slb purge global

mls netflow interface

no mls flow ip

mls cef error action reset

!

crypto pki trustpoint TP-self-signed-emas

enrollment selfsigned



subject-name cn=I0S-Self-Signed-Certificate-emoac
revocation-check none
rsakeypair TP-self-signed-eme
!
redundancy
keepalive-enable
mode sso
main-cpu
auto-sync running-config
!
spanning-tree mode pvst
spanning-tree extend system-id
spanning-tree vlan e-co&& priority €oa®d
diagnostic cns publish cisco.cns.device.diag_results
diagnostic cns subscribe cisco.cns.device.diag_commands
dotex system-auth-control
fabric timer o&
!
vlan internal allocation policy ascending
vlan access-log ratelimit wooo
!
vian o
name Server
!
vian e
name Training
!
vlan &
name GIS
!
vlan ¢

name Management

Ol



!
vlan o
name Secretary
!
vian e’
name Personal
!
vian &
name Finance
!
vlan «
name Planing
I
vlan eo
name SoilSurvey
I
vian ee
name SoilAnalysis
!
vian elo
name Catographic
I
vlan em
name LandUse
!
vlan e«
name Conservation
!
vlan e&
name Engineer
|

vlan eb

lolold



name OFI

!

vlan ee
name Mordin
!

vlan ec
name IRV

!

vlan e
name ONR

!

vlan wo
name WiFi

!

vlan we
name Audit
!

vlan e
name Dial-in
!

vlan e
name Original
!

vlan be
name Expert
!

vlan w¢
name OSB

!

vlan b

name Meeting-Room

OIOIAN
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vlan b

name |PP

!

vlan b«

name VDO_Conf

!

vlan mo

name CIT

!

vlan ee

name CCTV

!

vian &

name hotspot_aruba
!

vlan ¢«

name hotspot_other
!

vlan &¢&

name hotspot_gateway
!

vlan oo

name test_hsrp

!
vlan eo

name GIN

!

vian eleJ

name LDD-Region-Manage
!

vlan co

name ldd-guest



!
vlan &=
name support
!
vlan <o
name DMZ
!
vlan <o
name NAS
!
vian e«
name Proxy
!
vlan eoco
name proxyen
!
vian e
name proxyle
!
vlan boo
name link_&&oo
!
vlan ol
name Link_b&oo
!
vlan moo
name Firewall_Management
I
vlan moe
name lan_to_firewall
I

obe
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interface Port-channele
description ## Connect to Co&on-OFS BaRFle ##
switchport
switchport trunk encapsulation doteq
switchport mode trunk
switchport nonegotiate

!

interface Port-channelle
description ## Connect to Co&ob-b&&s ##
switchport
switchport trunk encapsulation doteq
switchport mode trunk
switchport nonegotiate

!

interface GigabitEthernete/o
description ## Ether Channel Connect to Co&on-OFS ##
switchport
switchport trunk encapsulation doteq
switchport mode trunk
switchport nonegotiate
channel-group @ mode on

!

interface GigabitEthernete/lo
description ## Ether Channel Connect to Co&owo-OFS ##
switchport
switchport trunk encapsulation doteq
switchport mode trunk
switchport nonegotiate
channel-group @ mode on

|

interface GigabitEthernete/m

obl



description ## Connect to b« o ENG Rack BENG Flo ##
switchport

switchport trunk encapsulation doteq

switchport mode trunk

switchport nonegotiate

!

interface GigabitEthernete/«

description ## Connect to bx&oT UN Rack BUN Fio ##
switchport

switchport trunk encapsulation doteq

switchport mode trunk

switchport nonegotiate

!

interface GigabitEthernete/&

description ## Connect to b«&o FID Rack Bo Fe ##
switchport

switchport trunk encapsulation doteq

switchport mode trunk

switchport nonegotiate

!

interface GigabitEthernete/

description ## Connect to b«&o Land Rack Bz Fo ##
switchport

switchport trunk encapsulation doteq

switchport mode trunk

switchport nonegotiate

I

interface GigabitEthernete/eJ

description ## Ether Channel Connect to Co&ob-ln&&s H#

switchport
switchport trunk encapsulation doteq

switchport mode trunk

®bm



switchport nonegotiate
channel-group @ mode on

interface GigabitEthernete/c

description ## Ether Channel Connect to Co&ob-ln&éel ##

switchport

switchport trunk encapsulation doteq

switchport mode trunk
switchport nonegotiate
channel-group @ mode on

!

interface GigabitEthernete/e
no ip address

shutdown

!

interface GigabitEthernete/eo
no ip address

!

interface GigabitEthernete/oo
no ip address

shutdown

!

interface GigabitEthernete/olo
no ip address

shutdown

!

interface GigabitEthernete/em
no ip address

shutdown

!

interface GigabitEthernete/o&

no ip address

ob&



shutdown

!

interface GigabitEthernete/o¢&
no ip address

shutdown

!

interface GigabitEthernete/eo»
no ip address

shutdown

!

interface GigabitEtherneta/e¢
no ip address

shutdown

!

interface GigabitEthernete/o
no ip address

shutdown

!

interface GigabitEthernete/o«
no ip address

shutdown

!

interface GigabitEthernete/wo
no ip address

shutdown

!

interface GigabitEthernete/we
no ip address

shutdown

!

interface GigabitEthernete/lo

no ip address

ob&



obb

shutdown

!

interface GigabitEthernete/om

no ip address

shutdown

!

interface GigabitEthernete/o&

no ip address

shutdown

!

interface GigabitEthernete/e

description ## HP Blade Right Port wo ##
switchport

switchport trunk encapsulation doteq
switchport mode trunk

switchport nonegotiate

!

interface GigabitEthernetlo/lo

description ## Link Call Manager eo0.0.b@.b&0 H##
switchport

switchport access vlan o

switchport mode access

!

interface GigabitEthernetia/m

description ## Link S/W Allied & Ports ADMST_Kreing FL.ln ##
switchport

switchport access vlan &

switchport mode access

!

interface GigabitEthernetin/&

description ## Link S/W UN «bo port e ##

switchport



oL

switchport trunk encapsulation doteq
switchport mode trunk

switchport nonegotiate

!

interface GigabitEthernetin/&

description ## Link A/P Room ADMST_Anusorn Flio ##
switchport

switchport access vlan &

switchport mode access

!

interface GigabitEthernetn/

description ## Link to room front toilet fl.e bl.mL ##
switchport

switchport access vlan ¢

switchport mode access

!

interface GigabitEthernetia/ev

description ## S/W CCTV Racke ##
switchport

switchport access vlan e

switchport mode access

!

interface GigabitEthernete/c

description ## Aruba Port o from left ##
switchport

switchport access vlan &

switchport mode access

!

interface GigabitEthernetie/«

description ## Aruba Port e from left ##
switchport

switchport access vlan &«



obc

switchport mode access

!

interface GigabitEthernetw/eo0

description ## Connect PSD_HRM ##
switchport

switchport access vlan &

switchport mode access

!

interface GigabitEthernetw/oe

description ## Server FIDeoe @o.0.00.0 ##
switchport

switchport access vlian &

switchport mode access

!

interface GigabitEthernetie/olo

description ## S/W TP-Link Rack b : port e ##
switchport

switchport access vian o

switchport mode access

switchport nonegotiate

!

interface GigabitEthernetia/em

description ## Vlanmo to CCTV Control Room Bb Fe IP @o.a.mo.woo ##
switchport

switchport access vlan mo

switchport mode access

switchport nonegotiate

!

interface GigabitEthernetie/o&

description ## Aruba Port & from left ##
switchport

switchport access vlan &&



ob

switchport mode access

!

interface GigabitEthernete/e&

description ## Link Firewall @0.6.0.0& : port e ##
switchport

switchport access vlan o

switchport mode access

switchport nonegotiate

!

interface GigabitEthernetin/e

description ## HP Blade left Port we ##
switchport

switchport access vlan lo

switchport mode access

switchport nonegotiate

!

interface GigabitEthernetia/ee

description ## Vlanes to S/W IPPhone CIT Server Room Racke ##
switchport

switchport access vlan o

switchport mode access

switchport nonegotiate

!

interface GigabitEtherneten/oc

description ## Vlanew to D-Link ebloG Pee CIT Server Room Racke ##
switchport

switchport access vlan elo

switchport mode access

switchport nonegotiate

!

interface GigabitEthernete/o

description ## Vlan& to A/P ADB Room Bl Flo ##



switchport

switchport access vlan &
switchport mode access

!

interface GigabitEthernetn/wo
description ## Vlan& to S/W Technical Support Room CIT Fe ##
switchport

switchport access vlan &
switchport mode access
switchport nonegotiate

!

interface GigabitEthernetw/we
description ## A/P Aruba ##
switchport

switchport access vlan &
switchport mode access

!

interface GigabitEthernete/lole
description ## connect S/W Vlan e Peach&Tok room ##
switchport

switchport access vlan e
switchport mode access

!

interface GigabitEthernete/lom
description ## A/P Aruba ##
switchport

switchport access vlan &m
switchport mode access

!

interface GigabitEthernets/oe
description ## A/P Aruba ##

switchport



switchport access vlan &

switchport mode access

!

interface GigabitEthernete/lo¢

description ## Link Proxy : @o.e.6.l0 : port o ##
switchport

switchport access vian

switchport mode access

!

interface GigabitEthernetie/loo

description ## Switch TP-Link Open Rack ##
switchport

switchport access vlan lo

switchport mode access

!

interface GigabitEthernetio/ioe

description ## Vlanee to S/W OSD Rack BOSD Fi ##
switchport

switchport access vlan e

switchport mode access

switchport nonegotiate

!

interface GigabitEthernete/loc

description ## Vlaney to S/W PSD BenL Fen ##
switchport

switchport access vlan &

switchport mode access

switchport nonegotiate

I

interface GigabitEtherneto/los

description ## Connect to Cisco &ooo Pa/« CIT Server Room Rackie ##

switchport

®MNG)



oM

switchport trunk encapsulation doteq
switchport mode trunk

switchport nonegotiate

shutdown

!

interface GigabitEthernetia/mo
description ## osseoe & olpeoce #H#
switchport

switchport access vian o

!

interface GigabitEthernetio/me
description ## LDDHOTSPOT Lobby ##
switchport

switchport access vlan &

switchport mode access

!

interface GigabitEtherneta/mle
description ## Port S/W Vlan &€ Peach&Tok Room ##
switchport

switchport access vlan &

switchport mode access

!

interface GigabitEthernetia/me
description ## Switch mCOM Rack WEB LDD ##
switchport

switchport access vian

switchport mode access

!

interface GigabitEthernetis/a&
description ** Qcenter **

switchport

switchport access vlan e
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switchport mode access

!

interface GigabitEthernetis/am¢&

description ## S/W TP-Link : Open Rack &: Port o« ##
switchport

switchport access vlan o

switchport mode access

!

interface GigabitEthernetie/mb

description ## S/W TP-Link : Open Rack o: Port be ##
switchport

switchport access vian o

switchport mode access

!

interface GigabitEthernetia/mey

description ## ASA&&&o Porto/m or Catm&&o Porto/m ##
switchport

switchport access vian

switchport mode access

!

interface GigabitEtherneties/amc

description ## Broadcast @o.e.60.0€¢and eo.6.0.0e _ VMnetlo ##
switchport

switchport access vlan lo

switchport mode access

!

interface GigabitEthernetis/me

description ## Proxy Internal eo.e.0.0 ##

switchport

switchport access vlan lo

switchport mode access



interface GigabitEthernetw/co

switchport

switchport access vlan moe

switchport mode access

!

interface GigabitEthernetn/&e

switchport

switchport access vlan moe

switchport mode access

!

interface GigabitEthernete/ce

description ## Link Proxy port e : eo.¢.e.m ##
switchport

switchport access vlan &«

switchport mode access

!

interface GigabitEthernetia/&m

description ## Ether Channel Connect to Co&ob-a&&e #H#
switchport

switchport trunk encapsulation doteq
switchport mode trunk

switchport nonegotiate

channel-group @ mode on

!

interface GigabitEthernets/c«

description ## Ether Channel Connect to Co&ob-a&&e #H#
switchport

switchport trunk encapsulation doteq
switchport mode trunk

switchport nonegotiate

channel-group @ mode on
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interface GigabitEthernete/e¢

description ## Link S/W SMC VDO Conf R& Port ¢ ##

switchport

switchport access vlan b
switchport mode access

!

interface GigabitEthernetn/a»

description ## PF LDD Region Server ESXI| eo.0.00). w00 ##

switchport

switchport trunk encapsulation doteq
switchport mode trunk

switchport nonegotiate

spanning-tree portfast trunk

!

interface GigabitEthernetin/c%
switchport

switchport trunk encapsulation doteq
switchport mode trunk

switchport nonegotiate

!

interface GigabitEthernete/c<
description ## Cisco Camé&oo-CIT Port oe ##
switchport

switchport trunk encapsulation doteq
switchport mode trunk

switchport nonegotiate

!

interface GigabitEtherneté&/e

no ip address

shutdown

|

interface GigabitEtherneté/ie

ene



no ip address
shutdown

!

interface Vlane

description ## Vlan Cisco ##

ip address @o0.0.000.0&n BEE. LEE. WEE.O

no ip proxy-arp

ip pim sparse-mode

standby ip @0.e.6000.0&

standby priority woo

!

interface Vlane

description ## Vlan Server ##

ip address ©0.6.6.6000 B&&. LEE . WEE.0
no ip proxy-arp

ip pim sparse-mode

!

interface Vlanem

description ## Vlan Training ##

ip address @o.0.b.b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o.0.b.b&

standby priority woo
!
interface Vlan&

description ## Vlan GIS ##

ip address @o.a.m.b&n BEE. LEE. LEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o.e.m.b&

standby priority woo

®mD
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interface Vlan¢
description ## Vlan Management ##
ip address @o.0.€.b&n BEE. LEE. WEE.0
no ip proxy-arp
ip pim sparse-mode
standby ip e#0.6.€l0&&
standby priority woo
!
interface Vlano
description ## Vlan Secretary ##
ip address @o.0.€.b&n BEE. LEE. LEE.0
no ip proxy-arp
ip pim sparse-mode
standby ip @c.0.€.b&&
standby priority woo
!
interface Vlane
description ## Vlan Personal ##
ip address @o.0.b.bé&n BEE. LEE. LWEE.0
no ip proxy-arp
ip pim sparse-mode
standby ip @o.0.b.bé&
standby priority woo
!
interface Vlang
description ## Vlan Finance ##
ip address @o.a.0.b&n BEE. LEE. WEE.0
no ip proxy-arp
ip pim sparse-mode
standby ip @o.e.0.b&

standby priority woo
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interface Vlane

description ## Vlan Planing ##

ip address @o.0.c.b&n BEE. LEE. LWEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip e0.6.c.b&&

standby priority woo

interface Vlaneo

description ## Vlan SoilSurvey ##

ip address @o.0.c.b&n BEE. LEE. LWEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @c.e.c.b&

standby priority woo

interface Vlanee

description ## Vlan SoilAnalysis ##

ip address @o.0.600.b&n BEE. LEE. WEE.0

no ip proxy-arp
ip pim sparse-mode
standby ip @0.0.60.0&

standby priority woo

interface Vlanek

description ## Vlan Catographic ##
ip address @0.0.606.0b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @0.0.606.0&

standby priority woo
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interface Vlanem

description ## Vlan Landuse ##

ip address @o.0.0b.b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o.0.0b.b&

standby priority woo

!

interface Vlane«

description ## Vlan Conservation ##

ip address @o.a.0m.b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o.e.0n.0&

standby priority woo

!

interface Vlane&

description ## Vlan Engineer ##

ip address @o.0.0&.b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o.e.0c &

standby priority woo
!
interface Vlane®

description ## Vlan OF| ##

ip address @o.0.0&.b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @0.0.0&.b&

standby priority woo
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interface Vlanes

description ## Vlan Mordin ##

ip address @o.0.60b.b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @0.0.0b.0&&

standby priority woo

!

interface Vlanew

description ## Vlan IRV ##

ip address @o.a.600.b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o.e.60.b&

standby priority woo

!

interface Vlane

description ## Vlan ONR ##

ip address @o0.0.0x.b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @0.0.0c.0&

standby priority woo
!
interface Vlaneo

description ## Vlan WiFi ##

ip address @o.e.0x.b&n BEE. WEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o.e.0x.b&

standby priority woo
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interface Vlanwe

description ## Vlan Audit ##

ip address @o.e.wo.bé&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o0.e.w0.b&&

standby priority woo

!

interface Vlanelo

description ## Vlan Demo ##

ip address @o.0.w6.b&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

shutdown

standby ip @0.6.be.b&&

standby priority woo

!

interface Vlanem

description ## Vlan Original ##

ip address exe.b.6.0&n BEE. WEE.0.0
no ip proxy-arp

ip pim sparse-mode

shutdown

standby ip ecte.b.6.b&a

standby priority woo
!
interface Vlane«

description ## Vlan Expert ##

ip address @o.0.b& bé&n BEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode
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standby ip @o.0.b& &
standby priority woo
!
interface Vlane&
description ## Vlan Soil-Biotech ##
ip address @o.0.b& bé&n LEE. LEE. WEE.0
no ip proxy-arp
ip pim sparse-mode
standby ip @o.0.B& &
standby priority woo
!
interface Vlaneb
description ## Vlan Meeting-Room ##
ip address @o.0.bb.bé&n LEE. LEE. WEE.0
no ip proxy-arp
ip pim sparse-mode
standby ip @0.0.bb.bé&«
standby priority woo
!
interface Vlanew
description ## Vlan IPPhone ##
ip address @o.0.bx&.b&En BEE. LEE. WEE.0
no ip proxy-arp
standby ip @0.6.bc. &
standby priority woo
!
interface Vlane
description ## Vlan VDO Conference ##
ip address @0.0.bao&n bEE. LEE WEE.0
no ip proxy-arp
ip pim sparse-mode

standby ip @o.e.b&. &

o



standby priority woo

!

interface Vlanmo

description ## Vlan CIT ##

ip address @0.6.mo.bé&n bEE. LEE . WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o.e.mo.lb&

standby priority woo

!

interface Vlanae

description ## Vlan CCTV ##

ip address @o.a.mm.bé&n BEE. LEE. EE.0
no ip proxy-arp

ip pim sparse-mode

standby ip @o.6.man.lbé&e

standby priority woo

!
interface Vlan&&

description ## Vlan Hotspot Gateway ##
ip address 90.6.&& . b&n b&&. bEE WEE. 0
no ip proxy-arp

ip pim sparse-mode

standby ip @0.6.&& b&e

standby priority woo
!
interface Vlanelo

description ## Vlan GIN ##

ip address @#0.6.00. & bEE . LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode
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interface Vlanelsy

description ## Vlan LDD Region Management ##

ip address @o.a.000.b&n LEE. LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

standby ip e@0.e.00.b&«

standby priority woo

!

interface Vlanco

description ## Vlan for LDD Guest ##
ip address ®0.20.c30. & W& LEE. WEE.0
ip access-group vlanco in

no ip proxy-arp

ip pim sparse-mode

!

interface Vlanzs

description ## Vlan technical support ##
ip address ©0.60.6x%.0b&e bEE . LEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

!

interface Vlanwo

no ip address

ip pim sparse-mode

shutdown
!
interface Vlan«e

description ## Vlan NAS ##

ip address 90.6.06.0& b&E . LEE. WEE.0
!
interface Vlanae

description ## Vlan Proxy External ##
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ip address @o.0.0dx.bE BEE. WEE. WEE.0
no ip proxy-arp

ip pim sparse-mode

!

interface Vlaneoo

ip address 00.¢%.6.0b& BEE. LEE. WEE.0

!

interface Vlane«

description ## Vlan Proxy Externalle ##
ip address eo0.6lx.0. & bEE. bEE W& .0

!

interface Vlanwoo

ip address ©0.60.6.66 B&&. LEE. WEE. O
no ip proxy-arp

ip pim sparse-mode

!

interface Vlanwol

ip address ©0.600.6.9¢ b&E . bEE. bEE b0
no ip proxy-arp

ip pim sparse-mode

!

interface Vlanmoo

description ## Firewall Management ##
ip address @o.0.bom.oé&m LEE. BEE. WEE.0
standby ip e@0.e.Bom.lb&e

standby priority woo

!

interface Vlanmoe

description ## link Core Switch to Firewall ##
ip address @o.&.& .0 b&&. bEL EE b=

standby ip @o.&.&.0

lolcdcd



ip classless

ip route 0.0.0.0 0.0.0.0 ®o.&.&.&
I

!

no ip http server

ip http authentication local

ip http secure-server

ip pim rp-address eo0.&.&.lo

ip tacacs source-interface Vlane

ip access-list extended virusblock

permit ip host @o0.6.00.w0@ any

permit ip host @o0.6.00.wol any

permit ip host @o.6.00.bom any

permit ip host @o0.6.00.bo& any

permit ip host @o0.6.00.b0& any

ip access-list extended vlaneo

permit ip any host be.cto.bo&.aein
permit ip host @o0.6.00.a any

permit ip any host @o.e.00.6

deny udp any any eq exoo

deny tcp any any eq extoo

deny ip host bax.b&& w&d&. v&o any
deny ip any host bac.bé&d. b&&. w&o
deny ip ecl.eobz.0.0 o.0.b&&.LEE any
deny ip any ecl.0®.0.0 0.0.bEE. LEE
permit ip host @o0.6.00.800 any

permit ip any host bom.ecx.b&o. 0@
permit ip host ®@0.6.00.6m@ ©0.0.0.0 o.LEE . LEE. LEE
permit ip any host @0.6.06.0

permit ip ®0.6.60.0 0.0.0.B&E eRX.€M.L6R.0 0.0.0.EE
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permit ip ®@0.6.€0.0 0.0.0.L&E ex.€n.weD.0 0.0.0.WEE
permit ip host ©0.6.00.6 ©0.0.0.0 o.b&& . b&E. w&&
permit ip host @0.6.00.0 ©0.0.0.0 o.LEE . LEE. WEE
permit ip host @o.a.a0.69) any
permit ip host @0.6.00.8&L any
permit ip host @o0.6.00.8&n any
permit ip host @o.6.00.8&« any
deny tcp any any eq ecta&
permit ip host @o.6.00.0&0 any
deny tcp any any eq €&&
permit tcp any any eq &&e
permit tcp any any eq ea/é¢
permit tcp any any eq eca&
permit tcp any any eq bbanc
permit tcp any any eq manca
permit tcp any any eq coo&
permit tcp any any eq goco
permit tcp any any eq foze
permit tcp any any eq g&&m
permit tcp any any eq fRcs
permit tcp any any eq «o«o
permit tcp any any eq celedel
permit udp any any eq &&e
permit udp any any eq ea/&&
permit udp any any eq exe&
permit udp any any eq lacoel
permit udp any any eq aclban
permit udp any any eq meeele
permit udp any any eq s¥en&o
permit udp any any eq eJan&e
permit udp any any eq eJaéla

permit udp any any eq even&en
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permit udp any any eq oo

permit udp any any eq =<

permit udp any any eq «aae

deny
deny
deny
deny
deny

permit ip ®0.6.€0.0 0.0.0.0&& host &x.ecw.a/x.amD
permit ip @o0.e.00.0
permit ip @o.e.00.0
permit ip @o.e.@0.0
permit ip @0.6.90.0
permit ip @o.e.00.0
permit ip @o.e.00.0
permit ip @0.6.00.0

permit ip host @0.6.00.bbl §0.0.0.0 0. LEE.LEE. LEE

tcp any any eq &«m
tcp any any eq bbbe

udp any any eq eaé&

udp any any range bwooo o&&mé

tcp any any range bwooo b&&a&

0.0.0.b&¢& host bom.eoce.oxke.c&
0.0.0.b&& host bob.ecw.woo.eme
0.0.0.b&¢& host be.eox.be&x.00m
0.0.0.0&& host bom.een.&.00&
0.0.0.b&& host bom.eem.c.0o0d&
0.0.0.b8&¢& host bolb.bo.exx.c&

o.0.0.b&¢& host bom.ecb.b&o.boo

permit ip host ©0.6.00.8 ©0.0.0.0 o.L&&.LEE. WEE

permit ip host @0.6.00.;m ©0.0.0.0
permit ip host @0.6.00.€ ®0.0.0.0
permit ip host @0.6.00.& ®0.0.0.0
permit ip host @0.6.00.6y ®@0.0.0.0
permit ip host @0.6.00.@ ®0.0.0.0

permit ip host @0.6.600.&¢ ®0.0.0.0

logging @0.0.60.00b

no cdp advertise-vie

snmp-server community comro RO

o.bE¢. bed. b&&
o.bé&&. e b
o.béd. beé. b&e€
o.bE&&. bee. b
o.bé&é&. e . béé

o.bE¢ . bed. b&&

tacacs-server host @0.0.60.&¢« timeout &

tacacs-server directed-request

tacacs-server key o/ emocteomebecoxocmzwEmo

olald



radius-server host @o0.6.0.04« auth-port ecel acct-port ecem key o
emoxemavecoxoamcwEmo

radius-server source-ports ebc&-ebe’

I
control-plane

I

I

dial-peer cor custom

I

!

line con o

line vty o &
authorization exec vty
login authentication vty

line vty & o&

mac-address-table static coea.slom&. loeic& vlian « drop
mac-address-table static coea.cmome.lwb&a vlan « drop
mac-address-table static bowe.cobe.ccbe vlian mo drop

mac-address-table static @zgme.ctbbo.cbwé vlan mo drop

End
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(Router Configuration)

Current configuration : ceslel bytes
version e&.lo

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname cacliné&-ldd

!

boot-start-marker

boot-end-marker

I

!

logging buffered &ewoo warnings

no logging console

!

no aaa new-model

clock timezone BKK &/ o

!

ipv unicast-routing

ipvo cef

!

no ip domain lookup

ip domain name yourdomain.com

ip cef

multilink bundle-name authenticated
|

1

crypto pki token default removal timeout o
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crypto pki trustpoint TP-self-signed-beakaxlobeox
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-oncrnabococ
revocation-check none

rsakeypair TP-self-signed-beacaciobeoc

I

!

license udi pid Ca«oo-SPE@oo/Ke sn FOCacmeian)Jio
!

interface Embedded-Service-Engineo/o

no ip address

shutdown

!

interface GigabitEtherneto/o

description SETH-LANSSETH-SW-LAUNCHSSINTF-INFO-GE o/0$ ## Caé&&o
Port et ##

ip address @o.woo.6.0b&6 WEE. WEE. WEE.0

ip access-group blockweb in

ip access-group blockweb out

ip virtual-reassembly in

load-interval mo

shutdown

duplex auto

speed auto

!

interface GigabitEtherneto/e

description Trunk port on CAT Switch ## Ca&&o Port o ##
no ip address

ip access-group blockweb in

ip access-group blockweb out

no ip redirects

ip directed-broadcast
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no ip proxy-arp

ip pim sparse-mode

ip flow ingress

load-interval mo

duplex auto

speed auto

!

interface GigabitEtherneto/e.a0

description Connect to CAT Internet
encapsulation doteQ &el

ip address be.ox.db.bbl bEE. b bEE bl
ip flow ingress

ip virtual-reassembly in

ipvb address booea:Caz:xood:am: dxna:lw/ o
!

interface GigabitEtherneto/io

description To_FW_Dell

ip address be.oxk.cdR.woe BEE. LEE. LEE.0
duplex auto

speed auto

ipvb address wooe:Cac:xoc®:FFFF:FFFF::60/c0
ipvo enable

!

ip forward-protocol nd

!

ip http server

ip http access-class o

ip http authentication local
ip http secure-server
ip http timeout-policy idle bo life @o&oo requests @oooo
|

ip route 0.0.0.0 0.0.0.0 be.ex.db.bbe



ip route @0.0.0.0 B&&.0.0.0 be.oX.&c.bok

ip route eo.bé&&.bé&E.o0 b . bEE . bEE. bado De.oxk.cc.bol Nname

DNS_CAT LDD

ip route vo.0x.0R.30 BEE WEE. LEE. LEE D6.0X.c. Bol
ip route bo.ox.dz.obln BEL. LEE. EE. BEE Do.0x.qc. ok
ip route vo.ex.cR.0b¢ BEE LEE. LEEL. LEE Do.ox. .. bol
ip route be.ex.cdR.elob BEE BEE. WEE. LEE Do.ox.dR. bol
ip route vo.ox.dz.0b0 BEL. LEE. LEE. BEE Do.0x.qc. ok
ip route be.ox.qdR.0&0 BEE WEE. WEE. LEE Do.0xk.AZ.bolk
ip route be.ex.cdR.0é&6 BEE. LEE. WEE. BEE Do.0Xk.AZ. bol
ip route ve.ox.cR.0¢b BEE LEE. WEE. LEE Do.0X.AR.bolk
ip route be.ex.cdR.ox6 BEE. WEE WEE. LEE Do.ox.AR.bol
ip route eolv.60.6.0 BEL. LEE. LEL.LER Do.0X.Rc. B0

ip route ecn.ebc.0/0.0 BEL. LEE.LEE.0 bo.oX.Kc.bol

ip route ecb.obz.0/6.0 BEE. BEE. LEE.0 Do.oX.Ke.bol

!

ip access-list extended blockweb

deny ip any host e€.e00&.0m.

deny ip host el&.eac.0m.c any

deny ip any host ece.006.00:.¢x

deny ip any host ede.006.00&.&x

deny ip any host ed.ecx.0b0.€x

deny ip any host es.b&e.woo.co

deny ip any host eclo.me.ec.mo

deny tcp any range eme) emed any

permit ip any any

!

ipvb route bwooe:Caz:oa®::/e&= GigabitEtherneto/io
FERo::CoEA:E€FF:FEGe:mnEDx

ipvo route :/o GigabitEtherneto/e.00 Wooe:Cac:ooa:am:deme o

no cdp run
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|
1
control-plane

|

I

!

line con o

login local

line aux o

line

no activation-character
no exec

transport preferred none
transport input all
transport output pad telnet rlogin lapb-ta mop udptn vewlo ssh
stopbits e

line vty o &

privilege level o¢&

login local

transport input telnet ssh
line vty ¢ o&

privilege level &

login local

transport input telnet ssh
!

scheduler allocate woooo @ocoo

end



